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0.INTRODUCTION

This part of the Annex contains, for each of the actions mentioned in the ISA work programme,
a more detailed description, giving all elements requested in Article 9, paragraph 4 of the ISA
decision (Decision N°922/2009/EC).



1. TRUSTED INFORMATION EXCHANGE



1.1 PROMOTING SEMANTIC INTEROPERABILITY AMONGST THE
EUROPEAN UNION MEMBER STATES

Formerly named "Methodologies for the development of semantic assets"

1.1.1 CONTEXT

1.1.1.1 Identification of the action

Type of Action Project

Type of Activity Common services
Service in charge DG DIGIT

EU Publications Office, DG MARE, DG COMP,
EUROSTAT.B1, B5

Associated Services

1.1.2 OBJECTIVES

The objective of this action is to promote semantic interoperability amongst the EU Member
States (MSs) and the EU Institutions.
This is achieved by:

1 Supporting alignments and agreements on common definitions and specifications at the
semantic layer.

1 Increasing the visibility of existing semantic standards

1 Promoting the use of the ISA Core Vocabularies and ADMS at the European, national
and local level. Other relevant metadata normalisation activities carried out by the EU
Publications Office in cooperation with the other EU institutions and bodies of the EU
could be promoted at the member states based on their relevance and endorsement by
the ISA Committee or other working group where member states participate..

1 Promoting open and linked data approaches and technologies for improving the
interoperability of public administration systems.

1 Promoting best practices, experiences and lessons-learnt in the area of semantic
interoperability and raising awareness on the importance of semantic interoperability
and appropriate metadata management policies.

1.1.3 SCOPE

This action covers activities within the ISA programme in relation to semantic interoperability,
which has been highlighted as one of the priority areas in the European Interoperability Strategy
(EIS). These semantic interoperability activities cover both cross border and cross sector
domains.



Relevant services are provided by the Joinup platform which makes available the necessary
support infrastructure for the sharing and re-use of semantic assets and brings administrations
together to collaborate.

The following activities are not considered within the scope of this Action, as they are covered
by other ISA Actions:

1 All technical development related to the Joinup platform including the implementation of
the federation of interoperability solutions

1 Generic community animation and communication activities

1 The federation of semantics solutions in the Joinup platform

Consequently, there are links between this Action and the Action for the European Federated
Interoperability Repository (EFIR) as EFIR develops and maintains the federation of semantic
solutions available via the Joinup platform. Links also exist with Actions on communities building
and communication activities.

1.1.4 PROBLEM/OPPORTUNITY STATEMENT

The environment in which data exchange and service execution takes place amongst MSs is
very complex contributing many barriers and challenges to the exchange of data during the
execution of European Public Services. These barriers include divergent interpretations of the
data, lack of commonly agreed and widely used data models, absence of universal reference
data (e.g. code lists, taxonomies), the multilingual challenge, etc. Due to these pressures,
semantic interoperability becomes an important element in many eGovernment and
interoperability national agendas and interesting experience and lessons-learnt can already be
shared at a European level.

The Action tries to overcome semantic interoperability problems by:

1 documenting what is available in each MS with regards to metadata policies and the
management of semantic interoperability assets;

1 identifying opportunities for alignment;

1 promoting share and reuse of semantic assets, experiences and tools and facilitating
agreements in key areas;

9 raising awareness on the importance of metadata management;

1 identifying and promoting successful practices and tools for linking governmental data;

1 developing and promoting common specifications.

In line with the above, the Action has already developed four Core Vocabularies, namely Core
Business, Core Person, Core Location, Core Public Service and the DCAT Application Profile
(DCAT-AP) with close collaboration with other EU bodies including DG MARKT, Eurojust, JRC
and the EU Publications Office. These specifications have been endorsed by the ISA
Coordination Group and some have already entered into the standardization process. This work
will continue to identify and develop more Core Vocabularies. At the same time real world
implementations of the existing vocabularies are supported with several examples with data
coming from MSs and different EC/DGs.

1.1 Promoting Semantic Interoperability amongst the European Union Member States



Additionally, the Action has developed the Asset Description Metadata Schema as a common
vocabulary to describe semantic assets. Based on this schema, a federation of semantic assets
repositories has been developed and is available via the Joinup platform. Through the
federation users are able to find and reuse semantic assets regardless of the location these
assets are stored. The Action will continue providing support to MSs to participate in the
federation and use ADMS for describing their own assets. Nevertheless, the EFIR Action
becomes the focal place for the federation support to Joinup.

Through this action, the ISA programme sets to achieve a better collaboration between
European public administrations towards creating new and promoting existing agreements on
the meaning of the exchanged information and on the common use of metadata. Joinup
provides the necessary infrastructure for this collaboration while a broad network of
stakeholders including several EU bodies like JRC, DG SANCO, DG MARKT, PO, DG TAXUD,
DG MARE, DG CONNECT, DG COMP, DG CONNECT and DG JUST actively participate
and/or follow the work.

1.1.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries Anticipated benefits

Member States' 0 Access to a European repository of reusable semantic
Public interoperability assets (via the Joinup platform, which will
Administrations result in improving reuse and enhancing interoperability

amongst MSs and EU institutions and bodies

o0 Possibility to promote their own semantic interoperability
assets

o Forum to identify opportunities for harmonization at European
level

0 Avirtual place to share best practices and experiences

o Core Vocabularies, authority tables, XML schemas and
thesauri (such as EuroVoc) ready to be used in public
administration information systems development. All these
specifications should be endorsed by the member states at
the ISA Committee or at the relevant working group level.

o Pilots to be further expanded to cover operational services

Linked data best practices
0 Reduced development costs,
1 due to reuse during the initial development phase

1 due to less interoperability conflicts while integrating
systems or providing cross-agency/domain/country
services

IT Services Industry 0 Access to a European repository of reusable interoperability
assets

0 Reduced development costs, as explained above.

1.1 Promoting Semantic Interoperability amongst the European Union Member States



Beneficiaries Anticipated benefits

European o A reference catalogue for semantic interoperability solutions to
Commission be used by DG Informatics while developing applications and
Services

information systems for the European Commission

o A platform and central point of reference for collecting,
organizing, storing and making available semantic
interoperability assets which have been created by various EU
entities

0 An infrastructure that allows the MSs and the Commission
services to identify conflicts, overlaps, duplication of work and
possibilities for alignment amongst and European Commission
and the MSs

0 A set of specifications in the form of Core Vocabularies and
other relevant tools, such as authority tables, XML schemas
and thesauri that can be reused by the EC services to
facilitate interoperability among different applications and
systems

0 Reduced development costs, as explained above.

1.1.6 RELATED EU ACTIONS / POLICIES

Action / Policy Description of relation

Digital Agenda 0 MSs ar e suggested in part 2
services fully interoperable, overcoming organisational,
technical, or semantic barri g

the semantic barriers mentioned here.

0 The Action can contribute towards Key Action 14: Propose a
recommendation defining a minimum common set of patient
data for interoperability of patient records to be accessed or
exchanged electronically across MSs by 2012. This effort
could be based on the work in the Core Person specification.

eGovernment 0 2.2.3 of the Action Plan: "The Commission will conduct a study
Action plan with the MSs, of the demand for cross-border services and
assess the organisational, legal, technical and semantic
barriers." The latest barriers lie at the core of the Action's goal.

0 2.4.1 of the Action Plan semantic interoperability is mentioned
fi éas an essential precondition for open, flexible delivery of
e Gover nment The Action coatebates to this end.

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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Action / Policy

Description of relation

Standardisation
activities and
organisations

The work foreseen in this Action, especially the part relevant to the
identification of alignment opportunities relates to standardization
activities. Although the main goal and scope of the Action is to
influence the National Interoperability Frameworks and to recommend
common specifications in the form of Core Vocabularies to the MSs,
standardization organizations has already shown an interest of
advancing the agreed specifications towards a formal standardization
process.

More generally, close links with standardization organizations
guarantee that duplication of work is avoided, while existing standards
are taken into account and promoted for reuse.

As an indication of the relevance and importance of the conducted
work, W3C has already taken ISA Core Vocabularies and ADMS into
its standardization process. This will result in promoting the above-
mentioned specification as international standards in EU and beyond.

Large Scale CIP
Pilots, and EU-
funded initiatives to
create semantic
assets

There are several ongoing and concluded EU-funded initiatives that
have created and are creating important semantic assets.

The ISA Action 1.1 intends to identify and promote these assets.
Examples include the INSPIRE Directive, Eurovoc, the European
Training Thesaurus, and Large Scale CIP Pilots (e.g. SPOCS,
STORK, PEPPOL, ePSOS and eSENS).

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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Action / Policy

Description of relation

PSI and Open Data

In December 2011, the Commission presented an Open Data
Package consisting of a Communication on Open Data, a proposal for
a revision of the PSI Directive and new Commission rules on re-use of
the documents it holds.

In line with the above EC objectives, the Action promotes policies
towards Open Metadata by the MSs and the EU services as a support
measure for the more general Open Data policy.

One of the concrete measures developed to implement this policy
entails the setting up of the EU Open data Portal which is operated by
the Publications Office of the EU. Among other datasets, the Portal
provides access to common authority tables and the EuroVoc
thesaurus which can be used to promote semantic interoperability. In
addition, this portal is an infrastructure where the Core Vocabularies
could be used for making available EU data as linked data, e.g. by
using the rdf versions of the Core Vocabularies to annotate and
publish the existing relevant datasets as rdf linked data. Moreover,
important metadata published via the portal are described with ADMS
to improve visibility and reuse. Close collaboration and common
activities with the Publications Office of the EU have already started in
2013 and will continue to secure alignment of efforts and concrete
results which will become available via the EU Open Data Portal.

ISA Action 1.2'7 The core vocabularies developed by ISA Action 1.1 (Core
Access to base Vocabularies, ADMS) can be used by registries in order to facilitate
registries the exchange of data.

ISA Action 1.3 71 Semantic interoperability is one of the basic prerequisites for building
Catalogue of public services and linking up service catalogues.

Services

The Core Public Service Vocabulary developed in the course of the
ISA Action 1.1, on 11 February 2013, can therefore be used as an
input by ISA Action 1.3 in order to develop a Catalogue of Services.

ISA Action 1.11 7
Interoperable  and
Generic Notification
Services

GENIS Reference Data building block is likely to be chosen to
implement the pilot Reference Data that will be run by ISA Action 1.1.

ISA Action 1.13 7
Legislation Editing
software - LEOS

Reusable semantic interoperability assets in the area of legislation
could be shared with other Public Administrations, at both EU and
Member States level.

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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Action / Policy

Description of relation

ISA Action 1.15 71
Open Government
Data

The ADMS (Asset Description Metadata Schema) developed by the
ISA Action 1.1 has been reused by the Open Government Data portal.

ISA Action 1.16 7
Common
Information Sharing
Environment (CISE)

The methodology defined by the ISA Action 1.1 for defining semantic
assets will be reused in the CISE project to define use cases,
information services and the associated data formats and semantics.
The approach of the CISE project will be based as appropriate on the
governance, process and methodology proposed by ISA Action 1.1.

Furthermore, under ISA Action 1.1, a pilot has been carried out to
demonstrate the potential interest of Linked Data technologies. In this
context, it is envisaged to collaborate further with ISA Action 1.1 on the
definition of useful core vocabularies for the maritime domain, and on
the set up of a platform to disseminate the CISE common data model
("Data Dictionary").

ISA Action 1.17 1
Reusable INSPIRE
Reference Platform

As part of the CESAR community, ISA Action 1.17 provided
contributions to the work of ADMS through the description of semantic
assets from INSPIRE Data Themes.

In addition, JRC have also been heavily involved in the development
and review of the Core Location Vocabulary, that is partly built on
elements of INSPIRE.

ISA Action 1.21 7
European
Legislation Identifier

ISA Action 1.1 will provide support in the course of the ISA Action
1.21, in particular regarding the specification of the semantic
attributes.

ISA Action 2.13 7
Development of a
European Union
Location Framework

EULF aims to review semantic interoperability case studies from a
spatial perspective, help define cross-border examples and re-use
case studies.

ISA Action 2.15 1
Interoperability
agreements on
electronic document
and electronic file

ISA Action 1.1 promotes semantic interoperability. The standardized
document formats will therefore contribute to this direction.

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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Action / Policy

Description of relation

ISA Action 4.1.1 i
Communication
activity

ISA Action 4.1.1 will promote the benefits of semantic interoperability
amongst the European Union Member States, using appropriate non-
technical language, and different channels (e.g. Communication of the
results of the action through support of the annual SEMIC conference,
promotion of the ADMS federation and the core vocabularies and
provision of communication advice).

ISA Action 4.2.1 i

ISA Integrated
Collaboration
Platform

Joinup acts as a platform to support the objectives of the ISA Action
1.1 (e.g. the catalogue of semantic assets, ADMS and ADMS.SW
open specifications, which are used to federated solution from national
and international repositories, are available on Joinup.eu).

ISA Action 4.2.21
Community building
and effective use of
the collaborative
platforms

ISA Action 4.2.2 hosts and manages the SEMIC and CESAR
communities of the ISA Action 1.1.

ISA Action 4.2.31
National
Interoperability
Framework
Observatory (NIFO)

As semantic interoperability is one of the components of the National
Interoperability Frameworks (NIFs), the two actions will collaborate
closely together to provide feedback to each other accordingly.

ISA Action 4.2.4 1
European
Federated
Interoperability
Repository (EFIR)

EFIR builds on the work conducted in the course of the ISA Action 1.1,
as the definition of the ADMS will be reused and extended to cover
other types of interoperability assets from other EIF layers, e.g. legal,
technical and organisational assets.

ISA Action 4.2.6 1
Interoperable
testbed

One artefact that is typically tested by ISA Action 4.2.6 is eDocuments,
linking to the eDocument/eFiles work package of the ISA Action 1.1.

ISA Action 5.2 1
EIS Governance
support

ISA Action 1.1 represents one of the building blocks of the EIF and
has a link with EIS.

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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1.1.7 ORGANISATIONAL APPROACH

1.1.7.1 Expected stakeholders and their representatives

Stakeholders Representatives

Member States 0 ISA Committee
0 ISA Coordination Group
0 Trusted Information Exchange ISA Working Group
0 Persons/units in charge of National Interoperability
Frameworks and/or metadata standards
catalogues/repositories, etc.
o Persons/units in charge of governmental portals
Standardization o W3C
bodies o OASIS
o GS1
o CEN
o UN/CEFACT
o ETSI
0 Dublin Core Metadata Initiative
o EU Interinstitutional Metadata Maintenance Committee
(IMMC)
DIGIT Unit(s) responsible for metadata management
EU Publications | The unit responsible for metadata management
Office
The unit responsible for the EU Open Data portal
Other EC DGs Representatives from DGs: a) to identify important semantic assets for
reuse, b) to identify opportunities for reusing the ISA Core
Vocabularies specifications. Close work has started since 2012/13
with DG MARE and DG COMP in the area of metadata and reference
data management and will continue.

1.1.7.2 Communication plan

The Action will create the necessary links with the Communication Action 4.1.1 to coordinate
the promotion and dissemination of results to several types of recipients. The Action includes
within its plan communication activities which are of technical nature, while Action 4.1.1 will

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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promote the results to a broader audience, using appropriate non-technical language, and
different channels.

. Frequency of meetings /
Representatives

absolute dates of meetings?

The Action tries to disseminate its
work with presentations, posters and
panels in the major eGovernment
and semantic technologies

conferences and events

The Action will try to raise
awareness for the importance of
metadata management and
alignment in MSs and internally in
the EC

The Action will try to disseminate
and promote the use of the Core

Vocabularies and linked data best

practices in the EU MSs

1.1.7.3 Governance approach

The Action is run by the European Commission, DG DIGT, B.2 (ISA Unit).

For the work expected in this Action, collaboration with MSs and other stakeholders (e.g. the EU
Publications Office, other DGs, other EU institutions, agencies and bodies, standardisation
bodies) is considered of critical importance. For this reason, communication with the MSs and
third parties will be frequent and their active involvement will be encouraged via invitations for
participation in ad hoc groups discussing specialised issues related to the content of the Action.
The ISA Trusted Information Exchange Working Group will be the main point of contact and
reference for the work foreseen in the Action.

1.1.8 TECHNICAL APPROACH

In 2011, an assessment of the Action results for the period 2008-1010 took place. Based on this
evaluation, recommendations were provided. Following these recommendations, the Action
provided a clearinghouse and federated access point to a rich collection of reusable semantic
assets for public administrations. This federation went live in January 2013. As until September
2013, 22 repositories are participating in the federation making available over 2.000

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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specifications. Efforts for identifying and registering assets will continue, with clear emphasis on
mature and tested assets that are ready for reuse and have cross-border relevance.
Furthermore, the Action will focus on providing results in the following areas:
a) Strategic/policy dimension
i) Raising MSs awareness on the importance of establishing metadata management
policies. Relevant good practices amongst MSs will be identified and shared. A
metadata management maturity model will be used to help MSs become aware of what
needs to be done to further advance their metadata management policies and systems.
i) Establishing a forum where national semantic interoperability policies and strategies
could be identified, and discussed to discover commonalities, conflicts and opportunities
for alignment.
iii) Drafting a metadata management policy for the EU institutions with close
collaboration with the EU Publications Office, piloting the approach and testing relevant
supporting tools/services to DGs which have already expressed an interest in the field,
namely DG COMP and DG MARE.
b) Vertical dimension (alignment): The Action will use the experience gained in the previous
period and continue on drafting, hosting, and maintaining a small set of commonly agreed,
generic metadata schemata (Core Vocabularies) to be promoted for direct adoption in NIFs
and/or national metadata frameworks/architectures/policies. In the meanwhile, the existing Core
Vocabularies together with the pilot implementations which became available in 2012/2013 will
be actively promoted in the EU MSs, the EU Institutions and beyond.
¢) Horizontal dimension (coverage): The Action will continue contributing to the improvement of
the infrastructure for the ADMS-based federated portal, which becomes the main goal of the
EFIR Action.

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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1.1.9 COSTS AND MILESTONES

1.1.9.1 Breakdown of anticipated costs and related milestones

Phase:
Inception

Execution

Operational

Operational

Description of milestones
reached or to be reached

Provision of the online
services via the
SEMIC.eu platform
including the clearing
process, coaching and
support activities,
collaboration activities as
well as all relevant news.

Anticipated
Allocations

(KEUR)

800

Budget
line

ISA/
others
(specify)
ISA

Start date

Q3/2010

End date

Q3/2011

Inception

Project Charter, Revision
of the SEMIC.eu
Roadmap document, to
reflect the period 2010 -
2015, highlighting
concrete activities for the
achievement  of  this
action.

150

ISA

Q3/2010

Q4/2010

Execution

Revision of the Licensing
Framework, Quality
Framework, Clearing
Process  Definition to
reflect the changes in the
SEMIC.eu roadmap and
the scope and objectives
of this action.

250

ISA

Q4/2010

Q2/2011

Operational

Development, promoation,
use of Core Vocabularies

550

ISA

Q3/2011

Q4/2012

Operational

Specifications for the
Federation of Semantic
Assets Repositories

150

ISA

Q3/2011

Q4/2012

Operational

Specifications  for the
Federation of 0SS
Repositories

150

ISA

Q3/2011

Q4/2012

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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Phase:
Inception

Execution

Operational

Operational

Description of milestones
reached or to be reached

Identification and
registration of new
semantic assets,
collaboration activities for
Cross border asset
development and sharing,
and showcasing real
semantic interoperability
examples.

Maintenance of the online
services via the Joinup
platform including the
clearing process, support
activities,  collaboration
activities, publishing
relevant news and
community animation.

Anticipated
Allocations

(KEUR)

500

Budget
line

ISA/
others
(specify)
ISA

Start date

Q3/2011

End date

Q4/2012

Operational

Continuation of the Core
Vocabularies work,
emphasizing on
promotion and practical
implementation activities,
enhancement of the
federation of the semantic
interoperability solutions,
identification of conflicts,
overlaps and alignment
opportunities,

collaboration activities for
Cross border asset
development and sharing,
showcasing real semantic
interoperability examples.

1000

ISA

Q1/2013

Q4/2013

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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Phase: Budget
, o . Anticipated | line
Inception Description of milestones .
Allocations  |ga/ Start date  End date
Execution reached or to be reached
_ (KEUR) others
Operational (specify)
Operational Continuation of the Core 1700 | ISA Q1/2014 | Q4/2015
Vocabularies work,
emphasizing on

promotion and practical
implementation activities,
enhancement of the
federation of the semantic
interoperability solutions,
identification of conflicts,
overlaps and alignment
opportunities,

collaboration activities for
Cross border asset
development and sharing,
showcasing real semantic
interoperability examples.

Total 5.250

1.1.9.2 Breakdown of ISA funding per budget year

Anticipated allocations ~ Executed budget (in

(in KEUR) KEUR)
2010 Operational 300 300
2010 Inception 150 150
2010 Execution 100 100
2011 Execution 150 150
2011 Operational 850 850
2012 Operational 1.000 1.063
2013 Operational 1.000
2014 Operational 900
2015 Operational 850

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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1.1.10 ANNEX AND REFERENCES

Description

Federation of
Semantic Assets
Repositories

Reference link

https://joinup.ec.europa.eu/catalogue/all?filters=bs_curren
t version:true

Attached
document

Core Vocabularies
(Core Person, Core

https://joinup.ec.europa.eu/community/core_vocabularies/
description

Business, Core

Location, Core

Public Service)

The DCAT | https://joinup.ec.europa.eu/asset/dcat_application_profile/
Application Profile description

Towards Open | http://www.semic.eu/semic/view/documents/towards open
Government government metadata.pdf

Metadata

1.1 Promoting Semantic Interoperability amongst the European Union Member States
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1.2 ACCESS TO BASE REGISTRIES

1.2.1 CONTEXT

1.2.1.1 Identification of the action

Type of Action Project

Type of Activity Common frameworks and reusable generic tools

DG DIGIT, DG MARKT, DG JUST i Directorate B 1 Unit
2 Criminal Law

Associated Services DG JUST,; DG HOME, DG MARKT, EUROSTAT.G1

Service in charge

1.2.2 OBJECTIVES

Base registries are one of the most important components of basic services, as reliable sources
of basic information on different items. In order to create European public services information
from base registries from different domains need to be combined. Hence cross-border and
cross-sector base registry interoperability is needed. The objective of this action is thus to
enable the opening up of base registries across the EU and across different sectors, taking into
account specific conditions and restrictions. The action will look at the provision of some generic
guidelines and frameworks that can potentially be reutilised for base registry interconnection
across-domains and across-borders.

In parallel, the action will support the implementation of generic reusable tools and solutions for
effective electronic cross-border communication between public administrations, as related
piloting sub actions. Those tools will be developed, tested and adjusted in the context of piloting
sub actions in different domains. The design principles for those tools will follow strict principles
like interoperability, openness; reusability and flexibility so that domain-specific requirements
can be accommodated alter on. This way, those tools will be at disposal of other base registry

domains so that they can benefit from those developments and the practical experience gained.
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BRIS sub action:

Specifically, one of the sub actions will support the establishment of a search engine for the
Business Registers Interconnection System (BRIS) as required by Directive 2012/17/EU1.

According to the Directive, BRIS will be composed of:

1 The Member State Business Registers,

1 A European Central Platform, which the Commission is responsible to establish and
operate, and

1 The e-Justice Portal, serving as European Electronic Access Point.

Developing this system for the interconnection of business registers meets the objectives of the

ISA program by:

1 BRIS will support the exchange of information between business registers, establishing this
system is in I|Iine with the fAtrusted information
Interoperability Strategy (EIS).

9 Facilitating multilingual access at EU level to information on companies, thus catering for
the needs of cross-sector stakeholders, including tax authorities, banks and other financial
institutions, investors and other users of business information.

1 Providing a tool for the implementation of existing EU legislation.

ECRIS sub action:

The objective of the second sub action (ECRIM) is a feasibility study to assess whether generic
IT tools could be (re)used to put criminal record information at the disposal of other registers.
The European Union has set itself the objective of providing citizens with a high level of safety
within the area of area of freedom, security and justice. This objective includes the exchange of
information extracted from criminal records between Member States for criminal proceedings
and to prevent criminal offences.

The European Criminal Records Information System (ECRIS) enables an electronic exchange
of information extracted from criminal records in an efficient and standardised way between the
competent authorities of all EU Member States. The legal basis for ECRIS is Council
Framework Decision 2009/315/JHA and Council Decision 2009/316/JHA. ECRIS became
operational on 27 April 2012. To date 25 Member States use ECRIS to exchange criminal
record information.

The information exchanges relate to two different procedures. The first procedure is that
whenever a person is convicted in another Member State than the one of his/her nationality, the
information on that conviction needs to be transmitted to the Member State of his/her
nationality. This is done through the ECRIS system. The second procedure is where national

! See http://eur-lex.europa.eu/smartapi/cgi/sga_doc?smartapilcelexplus!prod! CELEXnumdoc&lg=EN&numdoc=3201210017
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authorities request information from one or more other Member States on previous convictions,
independent of nationality. As set out in the ECRIS Framework Decision, ECRIS is used for the
exchange of criminal record information for criminal proceedings as well as for other purposes
than criminal proceedings.

Since April 2012, the volume of exchanges using ECRIS has been steadily increasing, currently
reaching 68.000 messages per month. However, ECRIS has not yet reached its full potential in
providing information speedily and comprehensively. Today, the number of interconnections
represents 30% of the maximum number of 756 (28 MS x 27 MS) connections achievable. Work
remains to be done to achieve full interconnectivity across the EU.
Interaction of ECRIS with national Criminal Record Register and with other registers
The functioning of ECRIS is based on the interaction with national Criminal Records Registers
(CRR), in which information on convictions handed down by the national courts is stored. The
interaction with the national CRR is complex with regard to:

1 The storage of information received from ECRIS into the CRR,

1 The transmission of information from the CRR to ECRIS,

1 The requests/queries to the CRR.
The storage of information
When information on convictions coming from other EU Member States is received through the
ECRIS system, it must be stored in the national CRR. Before storage, access to population- or
identity-registers is generally required in order to verify the identity of the convicted person. That
means that access to another register is needed before the information coming through the
ECRIS system is finally stored in the national CRR. Some MS have automated this process, but
a majority are still doing some or most of the work manually.
The transmission of information
When an EU citizen is convicted in another Member State than its Member State of nationality,
the information on the conviction must be extracted from the national CRR, before it can be sent
through the ECRIS system. That information needs to be formatted before it is transmitted
through ECRIS in a notification message to the Member State of nationality of the convicted
person. The extraction and formatting process is done manually in a majority of Member States.
Only a few Member States have automated this process.
The requests and queries from ECRIS
The interaction of ECRIS with the CRR is even more complex concerning requests for
information and responses thereto.
On the side of the responding Member State, when the authorities of one Member State request
information about possible convictions from another ECRIS partner, the response can contain
information on convictions extracted from the national CRR. In those cases, the information
from the national CRR needs to be extracted and formatted before the response to the ECRIS
request can be delivered through ECRIS. Some MS have automated this process, but a
majority are still doing some or most of the work manually.
The requests and queries from courts
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When requests about nationals are made from courts and prosecutor offices, the responses to
the requests contains convicting information on convictions from the national CRR but also
information received through ECRIS. The information on convictions received through ECRIS
needs to be formatted and adapted so that it fits the needs of the requestors. Again only some
MS have automated this process.

All these manual data entry activities and manipulation processes are time consuming and
require substantial human resources. This limits the volume of ECRIS messages that can be
processed and thus hampers the fulfilment of the objectives of ECRIS. To reach a full
implementation and a full coverage of ECRIS requires helping MS in the interaction of ECRIS
with their CRR.

Even if it is not possible to completely avoid human intervention in the process, it is possible to
automate the processes to a maximum. The objective of the ECRIM initiative is to investigate
whether a set of generic IT tools could allow MS to create an automated interaction between the
ECRIS system and their national CRR.

1.2.3 SCOPE

The action focuses on the existing solutions for cross-sector interoperability of base registries in
the individual Member States and on cross-border registry interoperability. Building upon these,
the first phase of the study has drawn some good practices for the establishment of cross-
border and cross-sector interoperability at the European level.

It has analysed the different governance methods their impact, taking into account all the four
interoperability levels defined in the EIF.

In addition, the action is looking at generic frameworks and governance models,, guidelines and
recommendations that could facilitate base registry interconnection across-domains and across-
borders. The analysis is linked to the 4 dimensions of interoperability of the European
Interoperability Framework:

A Legal side. Need of having some reference interoperability agreements in place that
would set up the rules and obligations for all the entities involved in base registries
interconnection and accessing.

A Different organizational structures might have different effects on the cross-sector
interoperability of base registries. The studies are examining reference organizational
and governance models, related to interconnecting architectures (direct connection to
base registries or through brokers or intermediaries) as well as processes in the
individual Member States and at the EU level in order to identify best practices and
disseminate them among the base registry communities at MS and European level.

A Semantic: Structuring data in common formats and then interpreting it in the same way
is one of the major challenges that comes with the interoperability of base registries
cross-sector, as each sector usually has done things differently. The study is looking at
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what is being done at this level and also come up with strategies. Significant work has
been done at this level (for example the Core Vocabularies developed through ISA and
now taken on-board by the W3C) and can be leveraged across the different base
registries.

A Technical: Technical solutions are needed to enable the cross-sector access to base
registries through interconnecting infrastructures. Different solutions have been used at
national and EU level with various degrees of integration. The study is looking at these
different architectural models for base registry access. Particular consideration is being
given to solutions based on interconnecting infrastructures like the broker and the bus
model.

BRIS sub action:

In parallel, the Business Registers Interconnection System (BRIS) will work on the
establishment of a search facility that is one of the main objectives of the BRIS project. As
required by the Directive, the e-Justice portal will offer a web interface to a search facility that
must allow the end-user (e.g. citizen or representative of public administrations) to gather basic
information on companies and branches. This information is held by the Member State business

registers.

The scope of this sub action covers the modelling, development and technical documentation
of a search engine. The intention is to develop a reference implementation of a generic and
reusable search engine that allows searching core registry data and retrieving business

information that is maintained in the Member States registers systems. The goal is to provide a
versatile solution for a search engine that could be used by other base registries interconnection

systems with little customisation to reflect those sectoral needs..

ECRIS sub action:

DG JUST developed in 2012 a Reference Implementation software 7 the so-called ECRIS RI T
that is to date in use in 20 Member States (soon 24 Member States). The ECRIS Rl is a piece
of interconnection software which allows Member states to exchange criminal record information
with their partners. The ECRIS RI offers an integration interface which by means of web
services allows external access to the RI functionalities. This enables the connection of the RI
with Member States legacy systems such as the criminal record registers for example.

The scope of this action is to assess the feasability of developing a European Criminal Records

Integration Module (ECRIM) in order to integrate national registers such as criminal record
and/or population registers with the ECRIS RI and other national or international systems
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interested in criminal records information. The ECRIM would be the next logical step in the
interoperability scheme of criminal record registers in the European Union.

1.2.4 PROBLEM/OPPORTUNITY STATEMENT

European public services are meant to ease the daily work of administrations, business and
citizens and are usually based on the concept of life events. Life events in many cases cannot
be fit into just one specific sector, but often are a combination of different sectors. That is why
the cross-sector perspective is very important. In the conceptual model for public services, as it
is described in the European Interoperability Framework (EIF), base registries are described as
one of the most important components of basic services, as they serve as reliable sources of
basic information on different items. In order to create European public services that are based
on life events, information from different types of base registries from different domains will
need to be combined and hence a cross-sector perspective on base registry interoperability is
needed.

The current state of affairs is varied across different countries and sectors and numerous
problems and challenges still persist. Often, the same data is structured differently in different
base registries leading to significant problems in the interpretation and linking up of this data.
One of the benefits of cross-sector interoperability of base registries is that it ensures the
consistency of data across the different domains.

At the moment, significant work is being done in interoperability and information sharing among
base registries in specific sectors, both at Member State level, and European level. However at
European level, work on cross-sector interoperability and information sharing between base
registries is very limited. The reasons for this situation need to be identified. Why do some
cross-border interoperability solutions for a specific domain manage to break the barriers of
heterogeneity and EU interoperable cross-border solutions do not? Likewise, why do some
national cross-sector interoperability solutions manage to break the barriers of heterogeneity
and EU interoperable cross-border solutions do not?

Some of these questions can be addressed in a generic way by looking at frameworks and
governance models, guidelines and recommendations that could facilitate base registry
interconnection across-domains and across-borders. Also the implementation of generic
reference implementation of generic and reusable search engines and base registry integration
platforms and toolkits will contribute to facilitate baser reqistries interconnection. Those tools will
be implemented and tested in real life in the context of the BRIS and ECRIS sub actions.

BRIS sub action:

The sub action on Business Registers Interconnection Systakas into account that around 20

million companies exist in the EU, each company being registered in one or multiple countries.
There is an increasing demand for access to information on companies in a cross-border

context, either for commercial purposes or to facilitate access to justice. However, while official
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information on companies is easily available in the country where they are registered, access to
the same information from another Member State may be hindered by technical or language

barriers.

In these circumstances, facilitating cross-border access to official and reliable company
information for creditors, business partners and consumers is necessary to ensure an
appropriate degree of transparency and legal certainty in the markets all over the EU. To

achieve this, the cross-border cooperation of business registers is indispensable.

The Directive 2012/17/EU has been adopted to address three main problems:

1. Lack of up-to-date information in the business reqisters regarding branches of foreign

companies. When establishing the branch the companies are required to disclose data and
documents. However they often fail to update this information. This results in obsolete
information regarding the company behind the branch, even to the extent that branches will
be on the registers, after the company itself has been dissolved.

2. Difficulties of cooperation on procedures for cross-border mergers. Many communications

between the competent authorities are still done via ordinary mail, and predominantly in the
language of the issuing authority. This leads to a rather extended process of communication
and uncertainty for the involved companies regarding the final registration of the merger.

3. Difficult cross-border access to business information for the public. Access to the information

may be hindered by technical and language barriers, and the information available varies

according to the choices made by the relevant Member States.

ECRIS sub action:

As set out in Article 7(2) of the ECRIS Framework Decision, ECRIS may also be used to
exchange criminal record information for other purposes than criminal proceedings in
accordance with national law.

For example, in the context of Directive 2011/93/EU regarding the sexual exploitation of
children, ECRIS may be used for the processing of information on criminal convictions to enable
informed decisions to be taken by employers in particular professions such as childcare and
early childhood education. The information received through ECRIS needs to be transferred to
the employers. Some MS have automated this process, but a majority are still doing some or
most of the work manually. There is almost no automation in this sector.

Exchanges of information on criminal convictions can also be necessary in other situations
where it needs to be checked whether a person is reliable and has not committed any crimes.
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This process may require that criminal records information would need to be included in other
specific registers such as business registers or licensing registers managed by licensing
authorities. In those cases, it could be necessary for ECRIS to interact with these registers. At
the moment, the provision of such information is done partly or completely manually. There is a
need to assess whether a generic IT tool could address the issue of automated interconnection
between ECRIS and various registers, taking applicable legal restrictions into consideration.

There might also be other areas or other situations where the provision of criminal record
information is legally possible and valuable and an interaction between ECRIS and relevant
registers is expected. This question needs to be explored further.

As described above, there is a need to investigate what are the needs of the MS for generic IT
tools in the interaction of ECRIS with national CRRs, what the architecture of these tools should
be, and which set of IT tools can be re-used from existing commercial IT products or which tools
need to be developed. In addition, it must be studied whether there is a need for automating
access to criminal records information for other purposes, as described under point 2. This is
the purpose of the ECRIM (European Criminal Record Integration Module) initiative.
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1.2.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries Anticipated benefits
Member States' More efficient and effective access to information across borders
public when establishing European Public Services.

administrations

- Improved cooperation and communication between business
registers

- Automation of the identification process with a view to reduce the
need for human intervention; increased effectiveness of operations in
terms of exchanges of criminal records information

- Judicial authorities of the in MSs (ECRIM sub-action): better
cooperation in the criminal justice and security policy areas

- licencing authorities in MSs 1 easier access to cross-border criminal
record information

European Development of software toolset and accompanying blueprint on

Commission integration knowledge management will facilitate future automation

Services and integration projects by providing lose blocks of reusable
components.

Citizens and Reduction of administrative burden

enterprises - Easier cross-border access to Base Registries information (e.g.

through the generic search engine, through open data services)
- Increased transparency at EU level regarding companies

Automation of the handling of requests from EU citizens for their own
criminal record information with a view to reduce the need for human
intervention.

For the ECRIM sub action, the purpose of the feasibility study to confirm and complete the
beneficiaries and the anticipated benefits.
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1.2.6 RELATED EU ACTIONS / POLICIES

Action / Policy

Description of relation

Directive Covers interconnection of business registers and single European
2012/17/EU access to information on companies
Directive Covers the re-use of public sector information and Open Data

2003/98/EC + June
2013 revision

Regulation
1346/2000

Commission proposal for revision of the regulation covers the
interconnection of insolvency registers

Revised Directive
2004/109/EC

Covers transparency requirements for listed companies and the
establishment of European access point for the interconnection of
officially appointed storage mechanisms

Directive 95/46/EC

Covers the protection of individuals with regard to the processing of

personal data and on the free movement of such data

Directive 2007/2/EC
establishing an
Infrastructure for
Spatial Information
in the European
Community
(INSPIRE)

The study on "interconnection of business registers" took into account
the different data from land registries, made available in the framework
of INSPIRE.

ISA Action 1.1 7
Promoting semantic
interoperability
amongst the
European Union
Member States

The re-usable semantic solutions developed by ISA Action 1.1 (Core
Vocabularies, ADMS) will be assessed by ISA action 1.2 in order to
facilitate the exchange of data.

ISA Action 2.1 1
Elaboration of a
common vision for
an European
Interoperability
Architecture (EIA)

The European Interoperability Architecture developed by ISA Action
2.1 will be taken into consideration when developing the tools in the
pilot domains.

On the other hand, ISA Action 1.2 has explored interconnecting
architectures for base registries which could be an input for the EIA.

ISA Action 2.13 7
Development of a
European Union
Location Framework
(EULF)

ISA Action 2.13 provided an input to the EIA in terms of mapping
INSPIRE to the EIA.
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Action / Policy Description of relation
DG JUSTICE This action contributes to the improvement of the exchange on
Cooperation in convictions between EU Member States, with the aim of increasing

judicial and criminal | their efficiency and quality.

matters policy It contributes to the service afforded to EU citizens as individual
access to a personds own crimina
6.2 of Council Framework Decision 2009/315/JHA.

DG JUSTICE The study on "interconnection of business registers" took into
eJustice Portal account the work realised in this area by DG JUST, with the e-Justice
Portal which is a one stop shop providing access to several systems
interconnecting national registers such as IRI (interconnection of the
Member States Insolvency Registers) and ECRIS (European Criminal
Records Information System).

DG MARKT The development of IMI was funded under the IDABC Programme
Working of the (Interoperable Delivery of European e-Government Services to public
internal market administrations, businesses and citizens). It implements the proper
policy - IMI working of the internal market by ensuring that all criminal record

information is available when relevant for future activities of the
offender such as the pre-employment screening.  Citizens of the
European Union require protection from undesirable individuals who
seek employment without a comprehensive criminal record check
containing details from all relevant Member States. It is vital, with
cross border checks easing, that criminal records checks can be
conducted on EU nationals who wish to obtain particular
employments. Also, in the case of licensing, this will prevent firearms
being obtained by individuals who have certain convictions.

DG HOME It contributes to the implementation of an area of security for all
Sexual abuse and citizens in the European Union by ensuring that all criminal record
exploitation of information is available when relevant for future activities of the
children and offender, such as pre-employment screening in relation with children

vulnerable persons | and vulnerable groups.

ECRIS is mentioned in the Directive 2011/92/EU combatting the
Sexual Exploitation of Children. This Directive will enter into force on
13 December 2013.

For the ECRIM sub action, the purpose of the feasibility study to confirm and identify any impact
on any other EU actions/policies.
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1.2.7 ORGANISATIONAL APPROACH
The Action is run and coordinated by DG DIGIT B2. The Action belongs under the Trusted

Information Exchange Working Group. DG MARKT will be responsible for the sub action related
to Interconnection of Business Registers and DG Justice for the one related to ECRIS.

1.2.7.1 Expected stakeholders and their representatives

The Action engages various stakeholders in the European Commission (DGs), the Member
States, as well as existing cross-border networks of base registries (such as EBR, EULIS,
EUCARIS and others) and particularly the BRIS project.
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Stakeholders

Representatives

Member States

Representatives of the departments coordinating BR interconnection
at MS level and eGovernment matters. ISA representatives from the
various working groups and committees.

For the two sub actions, also those involved in Business registers
interconnection, BRIS project and ECRIS system (EU Operational
Police Officers, judiciary staff and other EU national public
administration department)

End users Citizens
Representatives of companies
Public administration/competent authorities and other institutions or
organisations that use information provided by the business registers
or by the criminal record systems (ECRIS)

European DG MARKT, DG JUST, DG DIGIT

Commission

1.2.7.2 Communication plan

Frequency of meetings / absolute
dates of meetings?

Representatives

ISA Trust
Information
Exchange Group

MS representatives in that group
DIGIT B2
DG MARKET F.2

DG JUSTICE i Directorate B i
Unit 2 Criminal Law

Twice a year

Company Law
Experts Group
(CLEG) meetings

Member States representatives
DG MARKT F.2

3-4 times a year

Comitology meetings

Member States representatives | As necessary for adoption of

implementing acts

Project status DG MARKT F.2 Bi-weekly
meetings DIGIT B.4
ECRIS Expert Group | MS ECRIS Authorities, One meeting

Meeting

European Commission DG
JUSTICE

Date: Q3/Q4 2014
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ECRIS Sectorial
Group conference /
meeting T to discuss
the cross sector
aspects

Representatives

MS ECRIS Authorities,
Member States Representatives
from the respective sectorial
policy area (e.g. Licensing
Authorities, etc),

European Commission services

Frequency of meetings / absolute

dates of meetings?

A couple of meetings or one
conference with several
stakeholders

Date: Q3/Q4 2014

1.2.7.3 Governance approach

The entire action will be coordinated under the ISA TIE WG.

For the BRIS sub action, the Governance approach is based on a Steering Committee
composed of DG MARKT (system owner) and DIGIT (system supplier) with the participation of
other stakeholders when required - see diagram below. As the search interface will be delivered
by DG JUST, they will also be part of the steering committee.

The Steering Committee will:
- Champion the project, raising awareness at senior level
- Guide and promote the successful execution of the project at a strategic level
- Provide high level monitoring and control of the project
- Adopt the project charter
- Follow timely delivery and quality of new developments delivered by the system supplier
- Set priorities, authorise plan deviations, scope changes with high project impact and
decide on recommendations
- Arbitrate on conflicts and negotiate solutions to important problems
- Drive and manage change in the organisation
- Ensure adherence to organisation policies and directions
- Approve and sign-off all key management milestone artefacts (vision document, project
plan, business case, etc.)
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Project Steering Committee (PSC)

/Users Committee (U&

Chairman: :
System Owner Systerr(lsssl;ppller

(SO)
Jeroen HOOWER DIGIT B4

All Business Registers
Business Manager ECP Project Manager ECP é .

(BM ECP) (PM ECP)

Magdalena TALABAN DIGIT B4

Authorities
Committee (AC)

User Representative
(UR) Financial Officer
TBD TBD
Associated service
DG JUST B2

23

For the ECRIS sub action, the governance process to manage this action is the one established
by the Commission communication SEC (2010)1182.

Hereunder follows the Action Governance Diagram.

Council Working Party COPEN
Cooperation in Criminal Matter

European Commission ECRIS
Expert Group

European Commission ECRIS European Commission ECRIS
Judicial Expert Group Technical Expert Group

DG JUSTICE
Project Steering Committee™

DG JUSTICE

DG JUSTICE

Project Change Management Project Test Advisory Board

Board
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1.2.8 TECHNICAL APPROACH

The Action has so far resulted in a study producing an assessment model for base registry
interoperability and defining a Framework on Access to Authentic Data Sources.

In 2012, the action launched a study on base registry interoperability has focused on the cross-
sector requirements for base registries. It has examined the state of play on cross-sector base
registry interoperability in the Member States and on cross-border registry interoperability with a
specific focus on cross-sector interoperability and integration. It has also identified the
interoperability barriers faced by some relevant cross-border initiatives and how they were
solved. Special attention has also be given to the legal and governance aspects of the analysed
examples. As a result of that, a detailed catalogue of good practices summarises relevant
aspects to foster cross-domain and cross-border base registry interoperability. The study
consists of three phases:

A The initial phase has looked at the current situation interoperability of base registries
and result in a basic overview of the situation of cross-sector interoperability of base
registries in the individual Member States and cross-border interoperability.

A Phase 1 has built upon the results of the initial phase and provides in a more detailed
description of the cross-sector interoperability of base registries in the Member States
and cross-border interoperability. It has examined the situation in each of the four
interoperability levels: legal, organisational, semantic, technical. Governance aspects
has also be addressed.

Special attention has been paid to broker services that allow the connection and data
exchange between base registries and service providers in public domains in a more
rational way from an organisational and technical point of view. The study has also
looked at the potential of deploying these types of intermediary services at European
level in cross border scenarios as well as across domains (especially examining the
legal and organisational levels) and the benefits of doing so. Other types of
interconnection infrastructures for base registries and the exchange of data like the bus
model have also be examined.

A Phase two has produced a list of requirements and good practices like frameworks and
solutions that could facilitate the interoperable interconnection of base registries across
sectors and across borders. It has also proposed further future actions in this sphere.

A Based on the recommendations and good practices from the previous phase, phase
three elaborates some generic frameworks and governance models, guidelines and
recommendations that can be used for base registries interconnection across-domains
and across-borders. Particular attention is played to those practices focused on
fostering interoperability at organisational, semantic and technical level like: feasible
governance models and interconnecting infrastructures and architectures; guidelines
and examples for implementing interoperability agreements; guidelines for developing
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common core vocabulary and semantic metadata models that can accommodate cross-
domain and cross-border requirements; and finally design of reusable specifications
and solutions for base registries interconnection like search engines and integration
toolkits that are implemented in the context of BRIS and ERCIS sub actions.

BRIS sub action

As aforementioned the scope of the BRIS sub action is the development of a generic search
engine for the discovery and delivery of data stored in the registries. This development does not
include the final web front-end interface that will be used in BRIS but only the search engine

and the related concepts and specifications necessary to interoperate with the engine.

I n the generic scenario of our proposal, we define
extraction of data and documents from different sources based on a common set of criteria
provided by a user (most probably a human user). In the case of BRIS, these different data
sources are the business registers in the Member States. The technical solution will have to
account for the fact that certain registries are willing to hand over part of their master data e.qg.

for indexation purposes, while others are not legally allowed or willing to.

The idea of fAgenericodo also implies the generalisati
words, base registries other than BRIS could add this search engine onto their systems to allow

their end-users to look for information held in those registries. This objective of generalisation

will be systematically taken into account from the inception phase through the design and

implementation phase.

In order to ensure a high level of reusability of both the service and the exchanged information,

the action will assess the feasibility of re-using mechanisms based on existing ISA development

such as DCAT-AP and ADMS specifications and the Business Core Vocabularies.

ECRIS sub action:

The requirements and the high level design of the IT tools should be as generic as possible so
that the ECRIM tools could, in the future, be re-used for interconnecting other base registers
and registers in other sectors. As a first step, a feasibility study will assess in which sector(s)
access to criminal records is legally possible and necessary, which benefits automating such
access will bring and identify which generic IT tools are needed. This requires a detailed
analysis of existing national and EU systems, applicable legislation, and business and
administrative practices.

The study will identify the business case for the possible ECRIM tools, as well as business
requirements, possible high level architecture(s), applicable risks and restraints, and contain a
draft Vision document if possible.
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The study constitutes the first step of this initiative. It aims at determining if a generalisation of
the requirements and architecture can make the ECRIM tools reusable for the interconnection
and integration of other base registers in other sectors. It also aims at assessing if criminal
record information is needed in other sectors than Justice and Home Affairs, and can be legally
made accessible to such sectors. The study will confirm and complete the assessment of

needs, the list of beneficiaries and the anticipated benefits.

1.2.9 COSTS AND MILESTONES

1.2.9.1 Breakdown of anticipated costs and related milestones

Phase:
Inception

Execution

Operational

Study

Description of
milestones reached or
to be reached

Framework on access
to authentic data
sources

Anticipated
Allocations

(KEUR)

300

Budget line

ISA/ others
(specify)

ISA

Start date
(QXIYYYY)

Q3/2010

End date
(QXIYYYY)

Q2/2011

Study

Cross-Sector and
Cross-Border
Interoperability
Between Base
Registries

200

ISA

Q4/2012

Q3/2013

Study

Next steps based on
recommendations
from previous study:
elaboration of some
generic frameworks
and governance
models, guidelines
and recommendations
for base registry
interconnection

390

ISA

Q3/2013

Q3/2015

Study

(BRIS sub
action)

Study on the
interconnection of
business registers

250

ISA

Q3/2013

Q1/2014

Execution

(BRIS sub
action)

Functional
specification and
implementation of a
generic search engine

450

MARKT

Q2/2014

Q1/2015
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Phase:
ol Anticipated Budget line

Inception D(.ascr|pt|on of p. & Start date  End date

_ milestones reached or  Allocations |5/ others
Execution : (QXIYYYY) (QX/IYYYY)

to be reached (KEUR) (specify)

Operational
Execution Feasibility study on 150 | ISA Q2/2014 Q4/2014
(ECRIS the use of generic IT

sub action) | tools to improve
cross-border
exchanges of criminal
records information,
as well as assessing
the use of such
information across
multiple sectors
(Education, etc.) in
consultation with other
Commission services

Total 1.740

1.2.9.2 Breakdown of ISA funding per budget year

Anticipated allocations ~ Executed budget (in

(in KEUR) KEUR)
2010 Study 300 300
2011 Study 2507 0
2012 Study 200 199
2013 Study 450
2014 Study, inception, execution 790

1.2.10 ANNEX AND REFERENCES

Description Reference link Attached document

2tasks originally planned for 2011 have not started due to a 1 -year delay in the execution,
therefore there is a difference between the anticipated allocations ( 1740 kEUR) and the
annual ISA allocations (1190 KEUR)
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Description

CFD 2009/315/JHA of 26 February 2009 on the
organisation and content of the exchange of
information extracted from the criminal record
between Member States

Reference link

CED -
2009/315/JHA

Attached document

COUNCIL DECISION 2009/316/JHA
of 6 April 2009

on the establishment of the European Criminal
Records Information System (ECRIS) in
application

of Article 11 of Framework Decision
2009/315/JHA

CED - 2009/316/JHA

DIRECTIVE 2011/92/EU OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 13
December 20110on combating the sexual abuse
and sexual exploitation of children and child
pornography, and

replacing Council Framework Decision
2004/68/JHA

Directive 2011/92/EU

CED - 2004/68/JHA

ECRISSupport Programme O&H

Exchange of Criminal Records for Purposes other

than Cri minal Proceedin

Purposes Other than
Criminal Proceedings

Report

1.2 Access to Base Registries



http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0033:0048:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:026:0001:0021:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2004:013:0044:0048:EN:PDF
https://circabc.europa.eu/w/browse/b667effb-f63e-469b-a54b-2dcd76189b33
https://circabc.europa.eu/w/browse/b667effb-f63e-469b-a54b-2dcd76189b33
https://circabc.europa.eu/w/browse/b667effb-f63e-469b-a54b-2dcd76189b33
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1.3 CATALOGUE OF SERVICES

1.3.1 CONTEXT

1.3.1.1 Identification of the action

Type of Action Study

Type of Activity Common Frameworks
Service in charge DG DIGIT
Associated Services DG MARKT

1.3.2 OBJECTIVES

The main objective of the action is to achieve a certain level of harmonisation around national
and European service catalogues that would help European public administrations build cross-
border services®.

The specific objective of the present action is to implement a pilot solution to link the Catalogues
of public services existing throughout the EU.

1.3.3 SCOPE

A large number of catalogues, portals, etc. have been implemented or are being implemented

throughout Europe with no harmonisation among them like for example, in terms of description

of public services and the associated information. This lack of harmonisation makes it difficult if

not to say impossible to envisage any kind of link between them.

This action does not intend to build yet another catalogue of public services but to achieve a

certain level of harmonisation around public service catalogues that would help European public

administrations to understand what is available in other PAs and have access to this information
(technical, semantic, €), to int-barderservcescét t heir cat

1.3.4 PROBLEM/OPPORTUNITY STATEMENT

Member State public administrations provide various types of public services for their citizens
and businesses. The provision of cross-border public services would involve the linking up of
public services in the various Member States on a European level.

3 This action addresses the ISA programme, Decision No 922/2009/EC of the European Parliament and of the Council [2], in general and
in specific article 3 (c) ".. the establishment, industaricl@e4(dsati on, oper a:
"openness", (c) "reusability" and (e) "security".

1.3 Catalogue of Services
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A European Catalogue of public services is often mentioned as one of the tools that could
greatly enhance the building up of cross-border European public services. It would give an
overview of what public services are available on the European level and in the Member States
and greatly assist in building up of aggregate public services. The European Catalogue of
Public Services would not duplicate information already available in existing Catalogues. It
would provide a basic list of European public services and federate the various public service
catalogues in the Member States.

Lessons can be learned from already existing initiatives. Many organizations already have
service catalogues, which are lists of the type of services that that organization provides. There
are various best practices set up for service catalogues, for example ITIL Service Catalogues.
Some of the Member States have also created their own catalogues of public services. An
interesting initiative is the EU financed Smart Cities project, which resulted in the ESD Toolkit
and a catalogue of services listing public services in several northern European countries. Many
things can be learned from these initiatives.

However, there is, as of today, no standard way of describing and documenting these services.
The understanding of services and service implementations are different and even the basic
definition of what constitutes a public service differs. On top of this, there is a lack of an
overview of what types of services already exist,

1.3.5 1.3.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries

Anticipated benefits

Member States'
Public
Administrations and
public service
owners

For relevant European national authorities or agencies: the ability to
efficiently re-use information available in other Member States. Easier
provision of cross-border public services

1.3.6 RELATED EU ACTIONS / POLICIES

Action / Policy

Description of relation

Services Directive

Aims at establishing a single market for services within the EU

ISA Action 1.1 7
Promoting semantic
interoperability
amongst the
European Union
Member States

Semantic interoperability is one of the basic prerequisites for building
public services and linking up service catalogues.

The Core Public Service Vocabulary and the ADMS developed in the
course of the ISA Action 1.1, on 11 February 2013, will therefore be
used as an input by ISA Action 1.3 in order to develop a Catalogue of
Services.

1.3 Catalogue of Services
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Action / Policy

Description of relation

ISA Action 2.7 T
Your Europe -
Facilitating the re-
use of content from
National portals

Your Europe is one of the potential candidates for a European
catalogue of services and the life events description will provide input
to any future work on the definition of a semantic classification for
public services.

ISA Action 4.2.517
Sharing and re-use
strategy

Catalogue of services will provide input to the definition of the sharing
and reuse criteria.

SPOCS

SPOCS was one of the Large-Scale Pilots, which was to set up Single
Points of Contact and help implement the Services Directive.

Deliverables from the SPOCS large-scale pilot were consulted to
identify what can be reused in the study on "Catalogue of public
services".

Your Europe portal

This portal describes the processes needed to perform the existing
cross-border public services that are offered within the European
Union using a complete list of life events.

The study on "catalogue of public services" will therefore take into
account what was done in the Your Europe portal.

1.3.7 ORGANISATIONAL APPROACH

1.3.7.1 Expected stakeholders and their representatives

Stakeholders

Representatives

Member States

ISA Trusted Information Exchange Working Group

1.3.7.2 Communication plan

Frequency of meetings / absolute dates

Representatives

of meetings?

Presentation to
ISA Trusted
Information

Member State Representatives

1 presentation at Trusted Information
Exchange Group at the end of phase 3

1.3 Catalogue of Services
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Exchange WG

1.3.7.3 Governance approach

The Action is run by DG DIGIT B2. The Action belongs under the Trusted Information Exchange
Working Group.

1.3.8 TECHNICAL APPROACH

The action is implemented in 3 phases:

Phase 1 - STUDY 1: Catalogue of Services

The first study assessed the feasibility of setting up a registry for web services (Catalogue of
Services) on the European level. The results of this study showed that the situation in the
Member States was not sufficiently mature to envisage the implementation of a web services
registry at the EU level. Hence, work will be oriented towards a more pragmatic approach, more
adequate to the real situation in terms of Catalogues of service in the European Union.

Phase 2 - STUDY 2: Catalogue of Public Services

The new study (on the Catalogue of Public Services) has been done in two iterations:

Iteration 1: Analysis of existing Catalogue of services

The first iteration has included an assessment of current status of catalogues of
services in Member States and other outstanding projects at European level. National
eGovernment portals were also reviewed to document the different approaches MSs
have used for describing and federating public services. This work was partly based on
the results of the initial previous study in addition to external papers.

The study has assessed legal, organizational, semantic, and technical issues as well as
the challenges and some best practices for overcoming them. A set of common
characteristics across the different catalogues have been identified. The results of this
analysis will be used as input for action 1.1 to develop a core vocabulary for public
service definition and also to define the business needs related to a European
Catalogue of Public Services.

Iteration 2: Requirements and Scenarios for a European Catalogue of Public Services

The second iteration has determined the feasibility of building a European Catalogue of
Public Services and potentially federating national catalogues to it. It has been identified
some possible scenarios for the creation of such federation and what would be the
requirements and implications at interoperability level for each of the foreseen
scenarios. In addition to this, the studies have analysed several solutions and steps
ahead that could support the creation of a European catalogue.

1.3 Catalogue of Services
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Phase 31 development of solutions
The action will develop supporting solutions to assist Member States to federate catalogue of
public services at national level and at EU level.

Phase 41 pilot operation

The final part of the action will be a pilot with a limited number of catalogues. In this phase, one
of the previously analysed scenarios for building a European catalogue will be tested in real life
as a proof of concepts, to verify its viability and also to get valuable information from the
practical experience.

1.3.9 COSTS AND MILESTONES

1.3.9.1 Breakdown of anticipated costs and related milestones

Phase:
Inception

Execution

Operational
Study

Description of
milestones reached
or to be reached

feasibility study for
Catalogue of
Services (registry of
web services)

Anticipated
Allocations

(KEUR)

200

Budget line
ISA/ others
(specify)

ISA

Start date
(QXIYYYY)

Q3/2010

End date
(QXIYYYY)

Q4/2011

Study

Study on Catalogue
of Public Services

250

ISA

Q4/2012

Q3/2013

Implementation

Further steps and
development of
solutions

300

ISA

Q4/2013

Q3/2014

Operation

Pilot operation- proof
of concept

400

ISA

Q4/2014

Q4/2015

Total

1150

1.3.9.2 Breakdown of ISA funding per budget year

Budget

Year
2010

Phase

Study

Anticipated allocations

(in KEUR)

200

Executed budget (in
KEUR)

200

1.3 Catalogue of Services
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2011 Study 250 o’
2012 Study 250 200
2013 Execution 300
2014 Execution 200
2015 Operation 200

*tasks originally planned for 2011 have not started due to a 1 -year delay in the execution,
therefore there is a difference between the anticipated allocations (1150 KEUR) and the annual
ISA funding (1350 KEUR)

1.3 Catalogue of Services
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1.4 ECAS-STORK INTEGRATION

1.4.1 CONTEXT

1.4.1.1 Identification of the action

Type of Action Project

Type of Activity Reusable generic tools
Service in charge DIGIT.A.3
Associated Services DG CONNECT, DG MARKT, DG JUST, DG CLIMA

1.4.2 OBJECTIVES

The objective of this action is to enable access to European Union information systems using
the user's national e-ID solution with a minimum impact on the information systems themselves.

This would improve user-friendliness, by reducing the number of credentials a user has to rely
on, and security, since the national e-ID solution normally relies on artefacts that are stronger
than a login name and password.

1.4.3 SCOPE

1. Continuation of the service

The EU PEPS must keep up with the evolution of specifications and requirements. It must
connect to additional Member States or participant countries.

Within the context of ISA Action 1.5 (STORK Sustainability), the STORK network will be
migrated from pilot mode to production mode both on the governance side and on the technical
side. As part of the STORK network, the EU PEPS must take part to this migration.

2. Support for mission critical applications

In a first phase, authentication by means of an elD will only be offered to a limited number of
information systems at the European Commission. Some of them are mission critical and
require a high degree of security and availability.

3. Generalisation
In a second phase, authentication by means of an elD will be enabled by default for all

information systems relying on ECAS for authenticating users.

4. Liaison with STORK 2

1.4 ECAS-STORK integration
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Future compatibility with STORK 2 must be foreseen and the EU PEPS must be adapted in
order to be able to evolve towards STORK 2 specifications.

1.4.4 PROBLEM/OPPORTUNITY STATEMENT

In a first phase, DIGIT received IDABC funding for the realisation of a pilot interconnection
between ECAS (European Commission Authentication Service) and STORK (Secure idenTity
acrOss boRders linKed). The purpose was to demonstrate that ECAS is able to consume
identities provided by STORK.
In a second phase, DIGIT received ISA funding for consolidating the implementation and
transforming the proof-of-concept into an official STORK pilot. Users of CIRCABC have been
offered the option to authenticate by means of their elD for demonstration purposes. An
alternate authentication mechanism was implemented for users who are not eligible to use
STORK so that the population covered matches the one accessing European Commission
information systems. The PEPS implemented at the European Commission was established as
the official EU PEPS usable by all European institutions and bodies.
On January 1st 2012, a limited set of production applications at the European Commission were
planned to be accessible to users who authenticate by means of their national elD. However,
the risk implied from using the STORK pilot infrastructure augmented by the difficulty to obtain
liability commitments from the participating countries slowed down the process. The following
applications intend to authenticate users by means of their elD thanks to ECAS:

1 IMI (Internal Market Information System i DG MARKT);

1 eFP7 Participant Portal (DG RTD);

1 ECI (European Citizen Initiative i DIGIT);

1 European e-Justice Portal (DG JUST).
Improving the EU PEPS in terms of stability and user experience is expected to encourage
applications that do not have high security requirements to adopt elD authentication.

1.4 ECAS-STORK integration
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1.4.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries Anticipated benefits
European 0 The European Commission demonstrates that it promotes the
Institutions usage of European initiatives.

o0 All ECAS-enabled information benefit from the integration with
national elD solutions with a minimal impact (ideally no impact
at all).

o Confidence in the user identity is increased.

o Development is simplified thanks to the use of a common
mechanism for all information systems.

0 Authenticating using an elD is "cooler" than doing so with a
login name and password. It improves the image and gives a
touch of modernity.

Member States' o Consistency is increased since the same credentials are used
public to access both national information systems and European
administrations Commission information systems.

0 The level of security is automatically aligned with the one
provided by the member state itself.

1.4.6 RELATED EU ACTIONS / POLICIES

Action / Policy Description of relation

Digital Agenda Allowing users to authenticate by means of their national elD in order
to gain access to European Commission applications helps improve
trust and security.

ISA Action 1.57 One of the main goals of this action is to enable the access of public
STORK officials and civil servants all over Europe to European Union
sustainability information systems by using the user's national e-ID solution with a

minimum impact on the information systems themselves.

Another goal is to deploy production quality code that integrates with
the ECAS production instance so that ECAS authentication system
can benefit from the ECAS-STORK integration and can be offered to
other EC DGs and institutions.

To achieve these goals, ISA Action 1.4 relies on the common
specifications for elD maintained up-to-date by the ISA Action 1.5.

1.4 ECAS-STORK integration
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Action / Policy

Description of relation

ISA Action 1.12 1
OSS platform for
online collection of
statements of
support for
European citizens'
initiatives

ECAS aims to be used by ISA Action 1.12 in order to authenticate and
sign statements of support using an electronic identity card.

ISA Action 1.18 1
Federated Managed
Authentication
Services for ECAS

ISA Action 1.18 aims at building on and extending the existing ECAS-
STORK integration from natural person authentication to federated
role-based access and authorisation.

ISA Action 2.5 171
CIRCABC

Both CIRCABC and ECAS-STORK systems are integrated to enable
CIRCABC users to authenticate on CIRCABC by means of their
national elD.

ISA Action 2.6 7 EU
Survey

Both EU Survey and ECAS-STORK systems will to be integrated to
enable EUSurvey users to authenticate on EUSurvey by means of
their national elD.

DG JUST

eJustice Portal

The ECAS/STORK integration system will be used to authenticate
users of the European e-Justice Portal, by means of their national elD.

1.4.7 ORGANISATIONAL APPROACH

The effort will be carried by DIGIT.A.3 and will require close collaboration with ISA Action 1.5
that will manage the interoperability specifications under the responsibility of DG CONNECT.
The ISA Trusted Information Exchange WG will be the interface for managing connections
between the EU PEPS and the PEPS running in participating countries.

1.4.7.1 Expected stakeholders and their representatives

Stakeholders Representatives
DIGIT Adrian Dusa
DG CONNECT Hubert Schier

Member States

ISA Trusted Information Exchange WG

1.4 ECAS-STORK integration
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1.4.7.2 Communication plan

Frequency of meetings / absolute dates

Representatives :
of meetings?
Workshop DIGIT, DG CONNECT, Member | Every 3 months
States
Conference ISA Trusted Information Every 6 months
Exchange WG, DIGIT

1.4.7.3 Governance approach

ISA Action 1.4 is responsible for writing specifications, defining Quality of Authentication
Assurance levels and in managing the addition of new participating countries. The ISA Trusted
Information Exchange WG liaises with DIGIT to provide the list of features the EU PEPS must
support and the list of countries it must connect to.

1.4.8 TECHNICAL APPROACH

Identity and Access Management falls under the responsibility of DIGIT.A.3 and DIGIT.C.3.
DIGIT.C.3 is responsible for the service aspects including support and operation of the
solutions.

DIGIT.A.3 is responsible for the engineering aspects including development and deployment of
the solutions. Its scope covers the EU PEPS, the ECAS server, ECAS client agents that are
integrated in all information systems relying on ECAS and provisioning processes that collect
and consolidate identities.

Engineering tasks required in order to update the EU PEPS or to improve its integration with the
ECAS server will be carried by DIGIT.A.3 using the governance and procedures in place to
manage the lifecycle of ECAS. The team in charge of these activities will be integrated in the
ECAS team to guarantee convergence, good communication and aligned quality standards.

1.4 ECAS-STORK integration
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1.4.9 COSTS AND MILESTONES

1.4.9.1 Breakdown of anticipated costs and related milestones

Phase:
Inception

Execution

Operational

Description of

milestones reached or

to be reached

Anticipated
Allocations

(KEUR)

Budget line
ISA/ others
(specify)

Start date
(QX/IYYYY)

End date
(QX/IYYYY)

Execution Proof of concept 420 | IDABC Q3/2009 Q2/2010
(Execution report)

Inception Participation to the 60 | ISA Q3/2010 Q4/2010
STORK pilot
(project charter)

Execution Participation to the 250 | ISA Q1/2011 Q2/2011
STORK pilot
(execution report)

Operational | Participation to the 220 | ISA Q3/2010 Q3/2011
STORK pilot

Inception Consolidation 60 | ISA Q4/2010 Q1/2011
(project charter)

Execution Consolidation 450 | ISA Q2/2011 Q3/2011
(execution report)

Inception Expansion 120 | ISA Q3/2010 Q3/2011

Execution Continuation of the 600 | ISA Q1/2012 Q4/2015
service

Execution Support for mission 150 | ISA Q1/2012 Q4/2012
critical applications

Execution Generalisation 150 | ISA Q1/2013 Q4/2013
Total ISA budget 2060

1.4 ECAS-STORK integration
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1.4.9.2 Breakdown of ISA funding per budget year

Budget Phase Anticipated allocations  Executed budget (in
Year (in KEUR) KEUR)

2010 Inception 460 479
2011 Execution 700 700
2012 Execution 300 297
2013 Execution 300

2014 Execution 150

2015 Execution 150

1.4.10 ANNEX AND REFERENCES

Description Reference link Attached document
ECAS-STORK https://www.eid-
Integration (pilot 6) stork.eu/pilots/pilot6.htm

1.4 ECAS-STORK integration
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1.5 STORK SUSTAINABILITY

1.5.1 CONTEXT

1.5.1.1 Identification of the action

Type of Action Project

Type of Activity Reusable generic tools

Service in charge CONNECT

Associated Services DIGIT

1.5.2 OBJECTIVES

The STORK Large Scale Pilot started in June 2008 under CIP ICT PSP and finished in
December 2011, and has been followed by STORK 2 since April 2012. The project has
developed an elD management system that allows European citizens to use their national
electronic identification as authentication means when logging in to public services in other
European countries. The technical feasibility of the system has been established during an
operation test phase in 2010 and 2011. There was considerable interest among the participating
countries to keep STORK's infrastructure operational beyond 2011.

An initial study was carried out to raise recommendations and steps necessary for further, wider
and sustainable interoperability on elD across borders what would facilitate the efficient and
effective electronic cross border and cross sectorial interaction between such administrations.
The cross-border interoperability on elD is achieved by implementing common elements that
can be reused by all European Countries® to establish a federated elD infrastructure, such as
communication protocols, technical specifications, security profiles, a common quality
authentication assurance model, and common software components. All the elements were
developed, agreed and nationally deployed among the project partners. Continuity of cross-
border elD operability beyond the official project end date requires the maintenance and
governance of these "soft components” and technical specifications. This action will take care of
the maintenance, update and technical support for all these common elements, so that
European Countries can keep running and up-to-date the national gateways that are part of the
federated STORK’s infrastructure and which rely on the abovementioned common elements.

As part of this action, technical assistance will be provided for those European Countries,
bodies or agencies performing public functions on behalf of the public administrations wishing to
connect or already connected to STORK’s elD services, thus enabling the delivery of electronic
public services supporting the implementation of Community policies and activities.

° According to ISA legal act (Decision No 922/2009/EC), the term European counties refers to Member States, EEA countries and
candidate countries

1.5 Stork Sustainability
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In the area of pan European public services, the deployment of infrastructures at European
country level is becoming a real necessity to ensure the provision of core services needed by
the public authorities in Europe, which will guarantee interoperability of key cross-border
services in areas such as eProcurement, eJustice, eBusinesses, eHealth, social security etc.
The large scale pilots launched under the CIP-PSP have proved that it is possible to achieve
interoperability without the need to change national solutions. The pilots also demonstrated that
elements developed by some were reusable by others.

The objective of this action is to keep the STORK findings for cross-border interoperability of
elDs up-to-date, and make suitable SW modules available for free, for applications wishing to
implement these solutions (including a hotline during office hours).

This action will update and maintain the Common Specifications (CS) and the QAA (Quality
Authentication Assurance) model developed in STORK 1 and bridge the gap during the
development of STORK 2. It will upgrade and maintain software modules supporting common
functionalities of the cross-border infrastructure as well as architectural issues.

1.5.3 SCOPE

This action will significantly contribute to facilitating the European interoperability strategy, for
trusted and secure information exchanges and transactions for cross-border and cross-sectorial
public services. It builds on the results and lessons learned from the STORK 1 project. This
action aims to guarantee the technical sustainability of the functional and technical specification
for a mutually agreed solution among the project partners, allowing the participating
eGovernment services and pilot applications to continue their operation, and allowing potential
extension to additional countries and services. The network characteristics of the STORK
infrastructure implies that the benefits for each member increases more that linear with the
adoption of new participants.

The project encompasses already 19 European countries as project partners of STORK 2, but
potentially all European States. This action aims to guarantee the technical sustainability of the
STORK platform. This will allow the participating eGovernment services and pilot applications to
continue their operation. It will assure the continued operation and potential extension to
additional countries and services. The network characteristics of the STORK 1 infrastructure
implies that the benefits for each member increases more that linear with the adoption of new
participants.

In the long run, the Connecting Europe Facility, for which the regulation should be adopted by
the end of 2013, will seek to deploy a common infrastructure to ensure the provision of core
services needed by the public authorities in Europe, which will guarantee interoperability of key
cross-border services. These services could be decomposed in building blocks reusable for the
provision of other services, for instance elD.

A proposal for a Regulation "on electronic identification and trusted services for electronic
transactions in the internal market" was adopted by the Commission in June 2012, to ensure
mutual recognition and acceptance of electronic identification across borders. It is still under
discussion in the Council.

1.5 Stork Sustainability
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1.5.4 PROBLEM/OPPORTUNITY STATEMENT

STORK has a robust decentralised architecture based on local technology nodes (PEPS) in the
participating countries, which communicate among themselves in a federated-like infrastructure.
There is no central technological hub. This is made possible based on an agreement on the use
of certain protocols and standards and the implementation in some cases of national gateways
that interact with each other in a federated way.

A major issue will be the continuation of the governance so far done within the project
consortium in relation to reference software, technical specifications and agreed "standards". An
example is the QAA reference model for authentication assurance quality, which includes the
many different national elD technologies. If the STORK solution is to be extended to additional
Member States and upcoming elD technologies (e.g. hew regulation on elD/Trust services), the
QAA model and other critical elements of the architecture will need maintenance and adoptions.
This action will allow the use of Commission instruments, e.g. Member State Experts Groups, to
be used by the Commission to coordinate with European countries for the governance of
STORK, and this way to replace the role so far filled by the project itself. It will allow for a
smooth transition from pilot governance to a sustainable situation where essential elements of
the STORK architecture could be taken over by relevant standardisation bodies, and where
technology components could be adopted by the industry in the long run.

1.5.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries Anticipated benefits

European countries | European Countries will have access to a set of tested and
interoperable Common Specifications for elD agreed to by a majority
of them. Specifications and support will be available to all European
countries T also those who did not participate in STORK.

An operational cross-European elD infrastructure based on open
technology will be available to the European countries for exploitation
and allowing to hook up new applications. It will be a strategic
contribution to the fulfilment of the ambitions of the Digital Agenda for
Europe, especially in the eGovernment area.

Private Sector The private sector will get access to an open set of elD specifications
which are interoperable and adopted by a large number of European
countries, are open-source based and theologically neutral. This will

be particularly important for European SMEs.

It is further expected that STORK Common Specifications and
evolving standards will raise considerable interest by key industry
players in the elD sector, due to the widespread participation by
national administrations in the STORK Large Scale Pilot.
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1.5.6 RELATED EU ACTIONS / POLICIES

Action / Policy

Description of relation

CIP ICT-PSP

With small and medium-sized enterprises (SMES) as its main target,

the Competitiveness and Innovation Framework Programme (CIP)
supports innovation activities and delivers business support services in
the regions. It encourages a better take-up and use of information and
communication technologies and helps to develop the information
society.

The Information and Communication Technologies Policy Support
Programme (ICT-PSP) aims at stimulating a wider uptake of
innovative ICT based services and the exploitation of digital content
across Europe by citizens, governments and businesses, in particular
SMEs. Funding goes mainly to pilot actions, involving both public and
private organisations, for validating in real settings, innovative and
interoperable ICT based services.

ISA Action 1.4 1
ECAS STORK
integration

One of the main goals of this action is to enable the access of public
officials and civil servants all over Europe to European Union
information systems by using the user's national e-ID solution with a
minimum impact on the information systems themselves.

Another goal is to deploy production quality code that integrates with
the ECAS production instance so that ECAS authentication system
can benefit from the ECAS-STORK integration and can be offered to
other EC DGs and institutions.

To achieve these goals, ISA Action 1.4 relies on the common
specifications for elD maintained up-to-date by the ISA Action 1.5.

ISA Action 1.18 1
Federated Managed
Authentication
Services for ECAS

The purpose of the ISA Action 1.18 is to extend the ECAS multi-factor
authentication mechanism with a federated solution, for instance, a
user identified by a trusted third party and credentials transmitted to
the Commission to login to authorized applications in case the user is
a public official and the application aims to be used by an
administration.

In this context, the ISA Action 1.18 will build on and extend the existing
ECAS-STORK integration from natural person authentication to
federated role-based access and authorisation, such as asserting a
public administration’s authorised representative, by relying on the
common specifications for elD maintained up-to-date by the ISA
Action 1.5.
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Action / Policy

Description of relation

ISA Action 4.2.6 7
Interoperable

ISA Action 4.2.6 should be capable to test software solutions built to
support crossborder exchange of information between Public

testbed administrations.. Since ePrior, eTrustEx, STORK Sustainability and
CIPA aims to sustain the solutions of these LSPs and have therefore
created or will create testbeds for them, these actions are also linked
to the ISA Action 4.2.6.

DG CONNECT STORK 2 reuses the deliverables of STORK 1 maintained and

STORK 2 evolved by the ISA Actionl.5.

1.5.7 ORGANISATIONAL APPROACH

1.5.7.1 Expected stakeholders and their representatives

Stakeholders

Representatives

Public
administrations of
European countries

Various official EU working groups in the areas of interoperability, elD

and pan-European eGOV services like ISA Committee Group, Digital
Agenda, Large Scale Pilots (STORK, eHealth, eJustice,

eProcurementé), new regulation o
Industry TBD
Standardisation TBD
organisations
User associations TBD

1.5.7.2 Communication plan

Frequency of meetings /
absolute dates of meetings?

RETEENIENYES

Discussion on updates for | STORK stakeholders (STORK “s | once or twice a year
Common Specifications representatives), rest of European

and QAA levels

countries representatives, internal
working groups, industry players,
user associations, standardisation

7

bodi esé
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Frequency of meetings /

Representatives .
absolute dates of meetings?
Coordination of European countries once or twice a year
implementation of new representatives
specifications

1.5.7.3 Governance approach

Under this action, the European Commission will assist the European countries in the:
Update of Common Specifications (CS):

1 Initiate and coordinate discussions on new data or data to be changed, as well as new
functionalities or actual ones to be changed

Reflect agreed changes in documentation

Investigate data standards and promote their implementation

Promote the acceptance of the CS in appropriate forums

Quality control on the implementation of changed specs

Standardisation works of the CS with relevant standardisation organisations

Quality assessment for implementation with new/changed Service Providers and new
Member States

= =4 4 -4 -—a -2

Coordinate implementation in European countries

Coordinate support groups

Support (encyclopaedia) to European countries

Active collaboration with EU sponsored projects and other sectorial eGOV solutions across
Europe

= -4 4 -

Update of the QAA levels:

Twice a year collect by e-mail change requests

Twice a year the dissemination of an assessment of requested changes
Once a year to discuss and formally agree on changes

Once a year a publication of an updated "QAA" document

Since this action requires close collaboration with all European countries and very specific
technical discussions, besides the reporting to ISA Trusted Information Working Group on the
action’s progress, it is foreseen to set up a specific-purpose working group consisting of
representatives from all European countries. A proposal for the structure of this group will be
discussed with the MS in Q4/2013, the tasks suggested above should then start to become
operational.
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1.5.8 TECHNICAL APPROACH
Maintenance, update and upgrade of the Common SW modules:
Implement agreed changed in the common software, as well for PEPS as for V-IDP

Test changes in all relevant environments (Tomcat, JBoss, Glassfish; all on Windows/Linux)
and others according to European countries needs

= =

Test compatibility with actual production versions
Maintenance of test-laboratory

Publication of the new software, together with release notes
Active bug-tracking and error solution

= =4 —a -—a -a

Technical support for the Member States 8x5x52

1.5.9 COSTS AND MILESTONES®

1.5.9.1 Breakdown of anticipated costs and related milestones

Budget
Anticipated line
allocations  |ga/

Description of milestones Start date End date

reached or to be reached (QXIYYYY) (QX/YYYY)
(KEUR) others
(specify)
Inception | Project Charter 100 | ISA Q4/2010 Q2/2011
Execution | Update of the QAA model 50 | ISA Q4/2012 Q4/2014
Execution | Update of the Common 400 | ISA Q4/2012 Q4/2014
Specifications
Execution | Upgrade and maintenance 800 | ISA Q4/2012 Q4/2014
of the Software modules
Total (ISA) 1350

¢ All tasks from the execution phase have not started according to the original plan duetoa 1 -
year delay in the execution, and this is the reason - in table "Breakdown of ISA funding per
budget year" for the extra allocations in years 2013 and 2014
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1.5.9.2 Breakdown of ISA funding per budget year

ET Y S Anticipated allocations (in Executed budget
KEUR) (in KEUR)

2010 Inception 100 99

2011 Execution 390 0

2012 Execution 500 489

2013 Execution 500

2014 Execution 250

2015

1.5.10 ANNEX AND REFERENCES

Description Reference link iz
document

STORK https://www.eid-

deliverables | stork.eu/index.php?option=com_processes&act=list_documents&

and software | s=1&Itemid=60&id=312

STORK SW | https://joinup.ec.europa.eu/software/stork/home
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1.6 COMMON INFRASTRUCTURE FOR PUBLIC ADMINISTRATIONS
SUSTAINABILITY (INCLUDING PEPPOL)d FORMERLY NAMED
"PEPPOL SUSTAINABILITY"

1.6.1 CONTEXT

Type of Action Project

Type of Activity Reusable generic tools

Service in charge DIGIT.B4

Associated Services DG MARKT i DG CONNECT

Between 2007 and 2011, the European Commission has funded several Large Scale Pilots
(LSPs) on cross-border services within the strategic priorities of the CIP (Competitiveness and
Innovation Framework Programme). Their duration is typically 36 months with a pilot service
operating for 12 months. As a number of these LSPs ended in 2012 and others will end in 2015,
the European Commission is analysing how to ensure their sustainability. As stated in the
Digital Agenda for Europe the ISA programme is an instrument that can be used for this
purpose.

In 2011, two sustainability actions were part of the ISA Work Programme, one related to
PEPPOL and another one to STORK. This action sustains PEPPOL's e-Delivery building block
in anticipation of an agreement among the LSPs to converge their e-Delivery building blocks.
This is in line with the key action (6) of the Communication of DG MARKT on a "Strategy for e-
Procurement": "European Commission to support the sustainability of PEPPOL components as
of mid-2012". The concentration of the LSPs sustainability in a few actions will avoid the
proliferation of non-coordinated approaches and costs.

This action aims to embrace commonality, compatibility, interoperability and rationalisation of
the e-Delivery Building Blocks of the LSPs. The common e-Delivery solution (hereafter referred
to as CIPA e-delivery) is one of CIPA components. CIPA (Common Infrastructure for Public
Administration) aims at increasing reusability of building blocks and awareness about reuse in
the European Commission and in the Member States. The CIPA action underpins the
Commi ssionds efforts to improve the |evel
external dimension of the e-Commission initiative 2012-2015.

CIPA e-delivery belongs to a set of Commission systems that ensure secure across border
document exchange. In order to be clear what are the activities undertaken under each system
of this set is important to clarify what CIPA e-delivery is providing in addition to e-TrustEx (ISA
action 1.08). CIPA e-delivery provides a generic and standard way to transmit electronic
documents across Europe. However e-Delivery infrastructures do not provide a solution for the
integration of the existing IT systems in the Member States and their generic building blocks.
This last missing mile is where e-TrustEx comes into play being the mediator between the
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business specificity of the Public Administrations and e-Delivery building blocks. The e-TrustEx
platform is able to provide simple interfaces to the Public Administration back-offices to
transform the specific business documents into the generic e-Delivery form and apply domain
specific validation to them. Therefore e-Trust Ex reduces the barriers for Public Administrations
to join the e-Delivery network.

CIPA e-Delivery would be maintained by DIGIT until 2014 within the ISA work-programme. It
should be noted that CIPA e-delivery has been identified as one of the potential candidate Core
Service Platforms of the CEF (Connecting Europe Facility)’ and can be funded by this
instrument.

1.6.2 OBJECTIVES

Europe is fragmented not only by multiple technical specifications at national level but also by
the lack of common technical specifications at Pan-European level. It has become apparent
that the creation of purpose-built e-Delivery technical specifications by each LSP could magnify
this issue. If the Commission does not take action the public online services can be expected to:

1 Not be interoperable across sectors;

1 Be fragmented and lacking critical mass to be widely used by Public Administrations
and also by Business and Citizens;

1 Be costly to implement because of the duplication of efforts (each LSP will continue to
set up its own e-Delivery building block).

Consequently, the European Commission has requested e-Codex, PEPPOL and SPOCS to
converge their purpose-built e-Delivery building blocks to a single one which can be re-used in
any sector. Additionally, this converged e-Delivery solution should be piloted in several domains
as part of the e-SENS LSP of DG CONNECT. This has led DG CONNECT and DIGIT to rethink
this action; DIGIT should primarily maintain the common e-Delivery building block of the LSPs
because of its high reusability across borders and sectors. This building block will potentially
become the backbone of CIPA. The non-territoriality nature of cross-border eGovernment
services argues in favour of EU level action to ensure the availability of key building blocks such
as e-Delivery.

As PEPPOL ended on 31 August 2012, the proposed objectives of this action are:

1 1st: Keep PEPPOL's e-Delivery building block alive (as it is) until its migration to the
common e-Delivery technical specifications which will be agreed among the domains of
the former and on-going LSPs and piloted in the e-SENS project.

1 2nd: Ensure that PEPPOL's e-Delivery building block runs efficiently and effectively and
evolves in maturity in line with the market.

” http://ec.europa.eu/digital-agenda/en/connecting-europe-facility
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1 3rd: Ensure that PEPPOL's e-Delivery building block is migrated to the common e-
Delivery technical specifications when they will be agreed among all LSPs.

This action will also contribute and synchronise with related actions, such as the implementation

of the "common vision for a European Interoperability Architecture”, ISA action 2.1, the
fflassessmenfEuondépaamnset works supporting EU policies:
AEuropean Federated Interoperability Repositoryo, I
work, DIGIT will also involve DG ENTR to ensure alignment with the standardisation policy of

the European Commission.

1.6.3 SCOPE

This action is a multidimensional project where strategy, business and technical viewpoints will
be linked-up to define a transition roadmap for PEPPOL and the creation of CIPA e-Delivery.

A Scope of the 1st Objective: It has become apparent that the LSPs should adopt the
same e-Delivery technical specifications. DIGIT has identified that the e-Delivery
building block of PEPPOL is compliant with | SAb
from a technical standpoint.

A Scope of the 2nd Objective: In the context of the second objective, DIGIT has already
taken-over the maintenance of PEPPOL's e-Delivery building block. DIGIT has also
identified and corrected shortcomings so that it can run in operations efficiently and
effectively. Some further enhancement will be needed and DIGIT will also take over the
operati ons o{Deliefy BUdhg Black. Ehis includes hosting of the central
components and service management.

A Scope of the 3rd Objective: DIGIT will work with the user communities of those LSPs
which have either already ended or are still on-going on the e-Delivery convergence i.e.
PEPPOL (BusDoX), SPOCS (SOAP REM), epSOS (epSOS messaging protocol) and e-
Codex (ebMS). The convergence activities are currently taking place within the e-SENS
project, where all of these user communities are represented. PEPPOL's e-Delivery
building block will need to be adapted to support the common technical specification. As
this did not happen before the end of the PEPPOL pilot, DIGIT will undertake the
migration of PEPPOL's building block to the common technical specifications.

The OpenPEPPOL organization has opted for an alternative to the PKI contract which was
amended in the context of the current action. Hence, management of the PKI is seen as out of
scope of this action.

1.6 Common Infrastructure for Public Administrations Sustainability (including PEPPOL)d
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1.6.4 PROBLEM/OPPORTUNITY STATEMENT

1.6.4.1 Problem Statement:

This action aims at breaking the current chicken or the egg dilemma around the sustainability of
the LSPs, by promoting the re-use of the same e-Delivery building block in different sectors. So
far the LSPs have invested independently in infrastructural building blocks to make their key
cross border public services available on-line. As shown by research, and confirmed by the
LSPs, the creation of a building block such as e-Delivery requires considerable expertise and
financial resources. As an LSP is only active for a few years, it is usually not enough time for
public administrations to change their e-Delivery building block and market players to embrace
new technical specifications. More time is required for these changes to happen. Hence, the
Commission must intervene to ensure that a common e-Delivery building block is maintained
once the LSPs end. Otherwise key on-line public services may stop in embryo.

At the same time, it is also becoming apparent that Pan-European projects can be delayed by

the lack of infrastructural building blocks but also by the existence of several of them with the

same purpose. For example, each LSP has created its own e-Delivery technical specification on

top of ubiquitous standards like http and SOAP (also referred to web-services standards) to

meet sector specific requirements. In this context, PEPPOL created BusDoX, SPOCS created

SOAP REM, eCodex adopted eb X¥adeddits doeumdSexcaamgtk e p SOS
infrastructure on ebXMLRegRep. Duplication at this level is neither helpful nor cost-efficient.

This means that fragmentation is a roadblock that gets in the way of re-use and that generates

even further fragmentation.

The European Commission has requested the LSPs to converge their purpose-built e-Delivery
building blocks to a single one which can be re-used in any sector. This converged e-Delivery
solution should be piloted in several domains as part of the e-SENS LSP of DG CONNECT.
However, there is a gap between now and when the LSPs will provide a converged solution.
This confirms that the Commission should intervene by creating CIPA e-Delivery. CIPA e-
Delivery will stand ready to take on-board those pan-European projects that cannot wait until
the common e-Delivery technical specifications are ready. This way, the risk of building
additional e-Delivery solutions will be avoided.

The adoption of a common protocol by several large projects should, at some point, lead to the
creation of a User base which makes it interesting for software vendors to offer similar off-the-
shelf commercial and Open Source software.

1.6.4.2 Opportunity Statement:

DIGIT has identified that the e-Delivery building block of PEPPOL could be taken over from a
technical standpoint and was compliant with | SAds |
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has undertaken this action to create CIPA e-Delivery. CIPA e-delivery is consistent with the

strategic intent of the Digital Agenda for Europe and The eGovernment Action Plan 20117 2015.

In anticipation of the common converged e-delivery solution between all the LSPs, DIGIT will

enable Member States and the Commission to reap economies of scale and synergies from the

sharing of infrastructural building blocks and technical specifications across sectors. This will

benefit the delivery of cross-border services, corner stone to the digital internal market, and

indirectly create incentives for their adoption by software vendors and future Pan-European

projects. Toreap t he benefits of Single Market AAcqui s Comr
of such cross-border services is essential.

At the same time, DIGIT will work closely and provide input to the e-SENS project. This action
will ensure that the CIPA e-delivery specifications evolve together with the e-SENS work-
programme and finally converge to the common e-delivery technical specifications which will be
agreed among all LSPs and e-SENS. CIPA e-Delivery will eventually adopt the specifications
coming from e-SENS as described further in this proposal.

It should also be noted that CIPA e-delivery has been identified as one of the candidate Core
Service Platforms of the CEF (Connecting Europe Facility).

1.6.4.3 Link between objectives and the problem/opportunity statement

The first objective is linked to the problem/opportunity statement as follows:

The PEPPOL pilot ended on August 31st 2012. If PEPPOL was not sustained beyond
this date, this could have a negative effect on some objectives put forward in the Digital
Agenda for Europe such as to make available a number of key cross-border services by
2015.

The second objective is linked to the problem/opportunity statement as follows:

A The central components must be hosted by a central body. It must be made clear how
this can be achieved, what are the obstacles and difficulties and what are the
solutions to this. Additionally, in order to achieve the goals of Single Market
AAcquis Communautaireo, the components ne
market.

The third objective is linked to the problem/opportunity statement as follows:

A According to | SAds legal basi s, the building bl
ot her LSPs must demonstrate to be fipart of a
facilitating interaction between European public administrations and ensuring,
facilitating or enabling cross-border and cross-s ect or all interoperability
be sustained. Hence, this project aims at sustaining an e-Delivery framework which
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can be used in multiple sectors of interest for public administrations and not specific

to a sector.

A As explained in the 9th eGovernment Benchmark Measurement, standardization of
enablers is fAvitally important to cut down I T
economies of scale and break down barrier s cr oss border communicati

1.6.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries

Anticipated benefits

Member States'
public

administrations

The concept of a common infrastructure for public administrations is
very powerful and will make possible for Public Administrations to
quickly deploy key cross-border services on-line in the context of
different sectoral policies. Furthermore, significant cost savings can be
achieved by ensuring infrastructural convergence of the former,
current and future LSPs.

Member States will be able to implement cross-border public services
over a common Pan-European infrastructure and benefit from the
services put on-line by the LSPs such as interoperable cross-border e-
Procurement through PEPPOL.

Finally, the financial resources and work performed by the LSPs will
not be lost and their sustainability will be consistent with the strategic
intent of the Digital Agenda for Europe and The eGovernment Action
Plan 2011-2015.

European Having CIPA in place will significantly reduce the time and cost to
Commission deploy cross-border services on-line by future LSPs and other Pan-
services European projects.

Software  industry | For the sustainability of the LSPs to be ensured, the technical
and IT  service | specifications adopted by the LSPs should also be taken on board by
markets a significant number of software vendors in their commercial and open

source software. This is of course not easy because many concurrent
initiatives try to do this and only a limited number of interfaces can be
supported. However, if most of the infrastructural building blocks are
truly cross-border then their dissemination across Europe will be
easier as well as the adoption of the same technical specifications by
the software industry. This virtuous cycle would also very much
contribute for interoperability at technical level in Europe.
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1.6.6 RELATED EU ACTIONS / POLICIES

Action / Policy

Description of relation

Digital Agenda for

Europe

According to Action 84 (Support seamless cross-border eGovernment

services in the single market) the Interoperability Solutions for
European Public Administrations (ISA) programme is an important
instrument that could analyse and suggest ways to ensure the
sustainability of common services and generic tools developed and
demonstrated in the Large Scale Pilots. (...)

In 2011: The Commission continued to support the experience sharing
and good practice exchange between running and new Large Scale
Pilots. The Commission launched studies to assess critical
sustainability issues of the STORK and PEPPOL Large Scale Pilots.

The Commission launched a study to analyse the existing and future
needs and cost benefit of cross-border eGovernment services and to
assess the organisational, legal, technical and semantic barriers
together with the Member States.

In 2012: The Commission facilitated the exchange of views with the
Member States to identify which new cross-border services could be
piloted under the CIP ICT PSP programme and which services could
possibly be rolled out in 27 Member States.

The European
eGovernment
Action Plan 201171
2015

According to Action 23 (Roll out Large Scale Pilot projects and start
new ones, coordination and re-use of results & solutions) the
Commission will support and coordinate the efforts of Member States
to roll out Large Scale Pilot projects and to start new ones, while
encouraging coordination and re-use of results and solutions between
them.

Decision No
922/2009/EC on
interoperability
solutions for
European public
administrations
(ISA)

Article 3 - Activities
The ISA programme shall support and promote:

(a) the establishment and improvement of common frameworks in
support of cross-border and cross-sectoral interoperability (...)

(c) the operation and improvement of existing common
services and the establishment, industrialisation, operation
and improvement of new common services, including the
interoperability of public key infrastructures (PKI);

(d) the improvement of existing reusable generic tools and the

establishment, provision and improvement of new reusable

generic tools.
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Action / Policy

Description of relation

Communication "A
strategy for e-
Procurement”" (DG
MARKT)

DG MARKT's Communication "A strategy for e-Procurement” foresees
a full transition to e-Procurement for the European administrations. In
this context, it invites the European Commission to support the
sustainability of PEPPOL components as of mid-2012.

ISA Action 1.7 1 e-
PRIOR

ISA Action 1.7 has an Access Point to the PEPPOL network. In this
context, ISA Action 1.6 aims to maintain the sample implementation of
this Access Point component and provide support to Public
Administrations which are implementing it.

ISA Action 1.81
Trusted Information
Exchange Platform

The eTrustEx platform will integrate the e-Delivery, e-Document and
elD components provided by ISA Action 1.6.

ISA Action 1.16 1
Common
Information Sharing
Environment (CISE)

The CISE architecture definition shall be carried out taking into
consideration the possibility to reuse the CIPA solution, in particular
the eTrustEx platform and CIPA gateway.

ISA Action 2.1171
Promoting
consistent eu e-
procurement
monitoring and
performance

ISA Action 1.6 promotes the reuse of infrastructure tools developed by
the PEPPOL project to meet the requirements of European Public
Administrations. The two actions combined will result in a coherent set
of requirements to be met by the Commission when implementing its
pre-awarding e-Procurement operation.

ISA Action 4.2.11
ISA Integrated
Collaboration
Platform

Joinup acts as a platform to support the building of a user community
around CIPA e-Delivery building block.

ISA Action 4.2.6 1
Interoperable

ISA Action 4.2.6 should be capable to test software solutionsbuilt to
support crossborder exchange of information between Public

testbed administrations.. Since ePrior, eTrustEx, STORK Sustainability and
CIPA aims to sustain the solutions of these LSPs and have therefore
created or will create testbeds for them, these actions are also linked
to the ISA Action 4.2.6.

DG CONNECT The building blocks of ISA Action 1.6 will be aligned with the upcoming

LSP - eSENS common e-Delivery specifications defined by e-SENS.

Communication on
elnvoicing and
eProcurement
policy (COM 2013
453)

The Communication identifies the state of implementation o f -toA e
ende-pr oc ur dfrom the efectronic publication of notices to
electronic payment) in the EU, and sets out actions which should be

taken by the EU and by Member States to achieve the transition
towards end-to-end eprocurement.

1.6 Common Infrastructure for Public Administrations Sustainability (including PEPPOL)d

formerly named "PEPPOL Sustainability”


http://ec.europa.eu/internal_market/publicprocurement/docs/eprocurement/strategy/COM_2012_en.pdf

70

1.6.7 ORGANISATIONAL APPROACH

1.6.7.1 Expected stakeholders and their representatives

Stakeholders Representatives

Unit CONNECT.H.3

Public Services

ISA The ISA Committee will oversee the project, with the assistance of the
ISA Coordination Group. The project will regularly report to the ISA
Trusted Information Exchange Workgroup.

DG CONNECT This unit of DG CONNECT is one of the associated services of this

project. The cooperation with CONNECT is key to the success of this
project. DG CONNECT is the primary link between the LSPs and the
Commission.

DIGIT

Unit DIGIT.B.4
Information Systems
for Policy Support,

Grant Management,
e-Procurement

This unit is the service in charge of this action. It will coordinate,
together with DG CONNECT, the interaction between the different
stakeholders within the European Commission and the LSPs. This
unit is also responsible for the Open e-PRIOR project, a main
accelerator for connecting Public Administrations to PEPPOL.

DG MARKT
Unit MARKT.C .4

Economic  Analysis
and e-Procurement

This unit of DG MARKT is an associated service of this project and
responsible for t h e -Rracdrement policg. DG
MARKT has already worked with DIGIT in several e-Procurement
projects. This fruitful partnership will continue to provide support and
guidance to this project.

DG ENTR
Unit ENTR.D.3

ICT for
Competitiveness and
Industrial Innovation

This unit of DG ENTR is also an associated service of this project and
responsi ble for t he es
participation is essential given the importance of open specifications
in the context of e-Procurement and infrastructural building blocks in
general.

activiti

Other
Institutions

European

All European Public Institutions may provide input and be informed
about CIPA e-Delivery. The intention is that they re-use it in their
projects.
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Stakeholders Representatives

Standardisation OASIS i BDXR: The OASIS Business Document Exchange (BDXR)
Bodies Technical Committee approved a revised charter in 2012 and took
over the development and maintenance of. the PEPPOL BusDoX
specifications.
OASIS T ebXML: I n 2003, a study of | D

framewor ks f or , tedAmended t theo adkptod of
ebXMLGs e b MS -Ddlivery frameworke of Pan European
projects in the case of regulated exchange. Despite it not being used
by PEPPOL, SPOCS or epSOS, eCodex has made it the chosen
protocol for the transport layer and the e-Delivery convergence
initiative has recommended for the other LSPs to converge to it. In the
e-SENS LSP a similar recommendation is currently under discussion
(Q4 2013).

ETSIT REM: ETSI has worked with SPOCS in the creation of a web-
services version of REM, known as SOAP REM. e-CODEX is using a
profiling of REM on ebMS as transport layer.

CEN/ISSS WS/BII 3: As both e-PRIOR and PEPPOL were amongst
the first projects to implement the CEN BII profiles, it is therefore very
important to understand the sustainability of them.

European Public | Any public administration in Europe is a target user for implementing
Administrations the technical specifications of the LSPs. This project will analyse
whether the value proposition offered by PEPPOL and the converged
e-Delivery solution is aligned with their needs.
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Stakeholders Representatives

LSPs PEPPOL Consortium: We have coordinated our action with the pilot
closing activities of the PEPPOL project.

SPOCS: This LSP participated in the meetings to converge the e-
Delivery technical specifications in use by the several LSPs.

eCodex: This LSP participated in the meetings to converge the e-
Delivery technical specifications in use by the several LSPs.

STORK 2: We will coordinate our action with any follow up actions to
the STORK sustainability initiative.

epSOS: This LSP has also joined the discussions to converge the e-
Delivery technical specifications in use by the several LSPs, which
currently take place inside the e-SENS project.

e-SENS: This LSP is working on consolidating and solidifying the
work done by the other LSPs and extending the potential of the
developed solutions to more and different domains. Participants from
all former and on-going LSPs are in e-SENS discussing the future e-
Delivery infrastructure to be used in all domains and across domains.
The results of the selection process in e-SENS, which should be
finalized by the end of 2013, should be closely aligned with this
action.

Market Players OpenPEPPOL: We will coordinate our action with OpenPEPPOL, the
governing body of PEPPOLOGs compo

Economical Operators: Economical operators are Users of public
services and the actors from where public administrations procure
products and services. They will therefore benefit from the CIPA since
improved electronic collaboration will enable Public administrations to
provide required information, documentation and certification quickly
and reliably.

ICT Industry (ERP Software Vendors and System Integrators):
Economical operators might take on board the technical specifications
of the several LSPs in their software. Once a software vendor has
implemented such a connector, they can play an important role in
promoting the LSPs and interconnecting other economical operators
and public administrations without the need for developing new
interfaces. Where public services are based on industry standards
that are used outside LSPs as well, there is additional benefit for
vendors to support these protocols.
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1.6.7.2 Communication plan

Representatives

Frequency of meetings / absolute dates

of meetings?

LSPs Convergence
Meetings

e-SENS, e-Codex, and
DIGIT

These meetings are arranged by DG
CONNECT on ad hoc basis

e-SENS WP5-and
WPR6 meetings

e-SENS (WP1, WP5, WP6)
and DIGIT

These meetings are arranged by DIGIT
on ad hoc basis

Bilateral meetings
with DG
CONNECT

DG CONNECT and DIGIT

These meetings are arranged by DIGIT
on ad hoc basis

Bilateral meetings
with DG MARKT

DG MARKT and DIGIT

These meetings are arranged by DIGIT
on ad hoc basis

Bilateral meetings
with DG ENTR

DG ENTR and DIGIT

These meetings are arranged by DIGIT
on ad hoc basis

Meetings with other
ISA projects

All ISA projects may be
contacted

These meetings are arranged by DIGIT
on ad hoc basis

Meetings with
Policy DGs

All Policy DGs may be
contacted

These meetings are arranged by DIGIT
on ad hoc basis

Meetings with
Standardisation
Bodies

OASIS, ETSI, CEN, and
DIGIT

These meetings are arranged by DIGIT
on ad hoc basis

ISA Trusted
Information
Exchange Cluster

DIGIT team members,
Member States
representatives, ISA unit

These meetings are arranged by the
ISA unit at least on a quarterly basis

Relevant e-
Government
meetings and
events

DIGIT with any other project
stakeholder

DIGIT is invited to participate in
meetings organised by Member States,
the LSPs, e-Practice, etc.

1.6.7.3 Governance approach

First and

f oremost,

t his

action is part

governance structure. This action will actively involve the Member-State representativesi n

Trusted
| SAO s

I nformati on
Coor di

nati on

Exchange
Group.

cluster
To achieve 1its

(under

of the |
| SAds

the fdke
objectives

S.

DG CONNECT, other DGs of the European Commission, Standardisation Bodies and the LSPs
(or any actions related to their closing). Particular attention will be given to the coordination
between this action and any future actions of DG CONNECT in the e-Government area.
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Together, DIGIT and DG CONNECT will steer this action. This 3-layer model is shown in the
picture below.

Programme Management .
CNECT's Actions

ISA Bodies Y

Sisa_

Project Management Board of the Action

DIGIT B4 DG CNECTH3
Service in charge EC primary link with LSPs

DG MARKT C4
Owner of e-Procurement Policy

DG ENTR D3
Owner of Standardisation Policy

Stakeholders

Standardisation Initiatives
LSPs

Public CEN/BII2 OASIS
Administrations | 7| VVork-Packpages Profiles BDX Committee
‘1' ETSI OASIS - ebXML
Pilots SOAP REM Committee
+ W3cC
XML Key Management WG
l
Economical Operators Service Providers ICT Indust
Including SMEs Including SMEs Ty

| j

1.6.8 TECHNICAL APPROACH

As PEPPOL was the first LSP to benefit from CIPA e-Delivery, the first deliverable of this project

was a Business Gap Analysi s, whi ch i ductibrupdossd Lesson:c
and a Take-Over Feasibility Study. Any possible take-over issue was therefore identified before

the PEPPOL project ended so that it could be jointly analysed. Afterwards, and based on the

collected input, improvement alternatives and a Transition Roadmap was outlined to potentiate

the realisation of quick wins, mitigate the migration risks and contribute to the sustainability of

the relevant PEPPOL key public services so that European public administrations could

continue to use them.

A number of DGs (DG MARKT, DG CONNECT and DG ENTR) will continue to be involved in
the transition process to ensure that the LSP's sustainability is all embracing, aligned with the
vision for e-Procurement and coherent with the European e-Government strategy.

Service management methodologies such as ITIL have been used for the production of the
Take-Over Feasibility Study and Operations. Benefits management (VAST), Project and
Change management (PM2) and Enterprise Architecture (CEAF) methodologies and
frameworks was used in the production of the Business Gap Analysis. The Rational Unified
Process (RUP) is used for software development and enhancement.
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Phase 1: The activities were grouped into 3 phases (Inception, Execution and Operation) and 6
Work Packages (WPs)

Scope

WPL1: i T a-Gver Established a realistic understanding of:

Feasibi l:i

A The Commission's capability to operate and/ or host the building
blocks coming from PEPPOL. Identify these building blocks and
understand the requirements for migrating them to operation in a
scenario where the PEPPOL community (translated by the number
of PEPPOL Access Points and consequently end-users) would most
likely grow.

Inception

A The Commission's capability to provide the services related to the
daily operation o f PEPPOLOSSs central c
SML) , support to -GHEM@RMpdents (sack asl
Access Points and SMPs), and support new Public Administrations.
Identify these services, their requirements and their extent in the
context of a federated architecture where the boundaries between
central and local responsibilities would not always be clear.
Additionally, given the on-going convergence process, the technical
speci fi cat i on sDelioery bilding Blak villsmost likely
evolve and the linkages between this domain and the operational
service model (e.g. change management) required detailed analysis
to ensure the smooth evolution of the overall PEPPOL ecosystem.

WP2hBusli ni In addition to the take-over feasibility study described above, analyse
Gap Analy the value of the several building blocks and tools which were to be
migrated to operation. Look beyond the technical elements and focus
on the alignment of PEPPOL to the objectives of ISA. If not
considered any of these elements may, at some point, stand in the
way of their widespread use by public administrations.

c
o
=
=)
o
(7]
X
L

This work-package was divided into two separate tracks:

A Track 18 Analysis of Business Sustainability

A Track 28 Analysis of Pilots Lessons Learned

WP3:ATr ans . . . .
%’ |1 Consolidate the findings of the previous step and use them to decide
Roadmapo which PEPPOL building blocks to sustain.

1 Following the decision step, create a transition roadmap.

1 Align the building blocks to be sustained to the European policy
initiatives related to the internal market. Building blocks created by
PEPPOL with low level of re-usability in other sectors, i.e. specific to
Procurement, may need to be sustained through other activities
carried on within the unit B4 of DIGIT.

M At technical level, analyse and add to the Transition Roadmap the
convergence of e-Delivery technical specifications.
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WP4:i Det a|

Design of Target
Operating

WP5: fiMigration
Plano

WP6:A Moni t |
the

implementation of
Transition
Roadmapo

Operation

Detail the operational IT services (including support to the

i mpl ementation of Cl PAOGs Access
deployment throughout Europe) and the daily infrastructure
management processes in accordance with the transition roadmap.

Outline the migration to the envisaged Target Operating Model.

Establish a monitoring process to ensure that the implementation
risks of the transition roadmap are properly managed and that the
schedule is respected.

Transfer and set up the infrastructural building blocks as selected in WP3: "Transition
Roadmap". Document the procedures necessary to run the central components of e-
Delivery (the PKI and the SML).

Phase 2: The activities are grouped into 3 phases (Inception, Execution and Operation) and 2

Work Packages (WPs)

Update the Project Charter to reflect the new scope of the action. The project charter will
enable DIGIT to agree at the outset of Phase 2 on the desired outcome, so that its
different teams can then focus on the critical work-streams. This also supports stakeholder
communication by providing a r oa dslaepy baldingt h

block.
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c
o
=
=)
o
(]
X
L

WP1: -Debvery
enhanceme

WP2: fi @elivery
Mi grati on

Step 1. Implement first priority requirements regarding the
monitoring of the operations and the respect of the SLAs for Quality
of Service (QoS) purpose. This included:

o0 Consolidate the existing Oxalis, Silicone and PEPPOL parallel
versions of the sample implementations

o Identify discrepancies and improve compliance to BusDox exchange
specifications

0 Create test framework
Step 2: Implement second priority requirements regarding the
monitoring of the operations and the respect of the SLAs for Quality

of Service (QoS) purpose. This will include:

0 Support of the AS/2 protocol next to the existing START protocol to
improve interoperability between platforms

o Facilitate integration of the components with existing vendor
solutions for AS/2 encouraging market adoption

o0 Implement support for PKI migration providing tools that support
certificate management

0 Reduce submission time between Access Points

o Develop an admin console for the SML

Step 1: Interact with the LSPs (in particular e-SENS) on the
convergence of e-Delivery technical specifications.

Step 2: Extend the Service Metadata Publisher and Service Metadata
Locator so that it supports technical parameters to be used during the
migration process i.e. dynamic discovery of messaging protocol. This
includes extending the metadata stored in the SMP to other document
types and protocols in support of the anticipated migration to the
converged e-Delivery specifications. On-going work in BDXR will be
taken into consideration.

Step 3: Implement a gateway to support the converged technical
specification as well as the technical specifications of existing production
LSPs, to facilitate the migration to the new common solution. A decision
will be taken on the exact migration steps taking into account the number
of active gateways so that it happens without affecting their operation.

Step 4: Develop a conformance test environment and framework for the
anticipated common e-Delivery solution in close cooperation with e-
SENS CC6.4.
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Maintain the sample implementations of Access Points (e-Delivery gateways), SMPs,
SML and possibly other related software.

=
o
=
o]
S
)
o
o

Perform bug fixing and change management activities as a result of the maintenance of
the source code.

Perform any development work that might be required to enhance SLA monitoring
capabilities.

Run operations of the PEPPOLG6s SML and a c(

Perform Service management related activities, offering support to Public Administrations
implementing or using the components. This will involve support to technical questions
related to setting up the components and testing their conformance.

Provide higher level of support to European institutions around integration of their systems
with the e-Delivery components.

1.6.9 COSTS AND MILESTONES

1.6.9.1 Breakdown of anticipated costs and related milestones

Phase: Description of Cost Budget Start date End date
Inception milestones reached or (kgyRr) line (QXIYYYY)  (QX/YYYY)
Execution to be reached ISA/
Operational others
(specify)

Phase 1 Project Charter + 200 | ISA Q3/2010 Q2/2011
Inception Technical Track
Technical Track
Phase 1 Business Track 100 | ISA Q1/2011 Q3/2011
Execution (including Pilots

Lesson Learned)
Phase 1 Transition Roadmap 100 | ISA Q2/2011 Q3/2011
Execution
Phase 1 Target Sustainability 200 | ISA Q3/2011 Q1/2012
Execution Model and Migration

Plan, Monitoring and

Implementation,

Operational phase
Execution Execution Report of 0 | DIGIT Q1/2012 Q1/2012
Report of Phase | Phase 1 B4
1
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Phase: Description of Cost Budget | Start date End date
Inception milestones reached or (kgyRr) line (QXIYYYY)  (QX/YYYY)
Execution to be reached ISA/
Operational others
(specify)

Phase 1 Set-up and Transfer 500 | ISA Q1/2012 Q2/2012
Operational
Phase 2 Update of Project 0| ISA Q2/2012 Q2/2012
Inception Charter
Phase 2 Wor k Pac-kag 100 | ISA Q2/2012 Q4/2012
Execution Delivery Mi

Step 1
Phase 2 Operations in 2012 170 | ISA Q2/2012 Q4/2012
Operational
Phase 2 Wor k Pac-kag 200 | ISA Q1/2013 Q4/2013
Execution Delivery Mi

Step 2

Work Package i €

Delivery

enhancement
Phase 2 Operations in 2013 300 | ISA Q1/2013 Q4/2013
Operational
Phase 2 Wor k Pac-kag 225 | ISA Q1/2014 Q4/2015
Execution Delivery Mi

Steps 3 and 4

Wor k Pac-kag

Delivery

enhancement
Phase 2 Operation 2014 425 | ISA Q1/2014 Q4/2014
Operational
Execution Update of Execution 0 | DIGIT Q1/2015 Q1/2015
Report of Phase | Report Phase 2 B4
2
Phase 2 Operation 2015 0% | ISA Q1/2015 Q4/2015
Operational

Total ISA budget
2520

8 This action can be funded by the European Commission's Connecting Europe Facility (CEF).
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1.6.9.2 Breakdown of ISA funding per budget year

Budget Phase Anticipated allocations Executed budget (in
Year (in KEUR) KEUR)
2010 Inception Phase 1 200 200
2011 Execution Phase 1 400 400
Operational Phase 1 0 250°
2012 Operational Phase 1 250 250
Execution Phase 2 100 76
Operational Phase 2 420" 170
2013 Execution Phase 2 200
Operational Phase 2 300
2014 Execution Phase 2 225
Operational Phase 2 425
2015 Execution Phase 2 0
Operational Phase 2 0

1.6.10 ANNEX AND REFERENCES

Attached
document

Description Reference link

Digital Agenda for Europe | http://ec.europa.eu/digital-agenda/

eGovernment Action Plan | http://ec.europa.eu/digital-agenda/en/european-
egovernment-action-plan-2011-2015

ISA legal basis and http://ec.europa.eulisa/
reference documents on
interoperability

9™ eGovernment http://ec.europa.eu/digital-agenda/en/ict-
Benchmark Measurement | enabledbenefits-eu-society-analysis-and-data
(DG CONNECT)

9 Due to the unforeseen complexity of Phase 1, an additional 250 kKEUR was committed as permitted by the ISA Legislation art. 10(4)
1% As a result of transferring some of the tasks to the new PEPPOL sustainability action only 170k will be spent of the originally
anticipated allocation.

™ This action will be funded by the European Commission's Connecting Europe Facility (CEF).
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1.7 E-PRIOR

1.7.1 CONTEXT

1.7.1.1 Identification of the action

Type of Action Project

Type of Activity Reusable generic tools
Service in charge DG DIGIT
Associated Services DG MARKT.C4

1.7.2 OBJECTIVES

I. The PEPPOL projectlz, a Large-Scale Pilot of e-Procurement supported by the CIP
programme, has developed a pan-European network for Public Administrations to use, mainly,
in cross-border e-Procurement. Alongside this initiative, the e-PRIOR project, supported by the
IDABC programme, has developed an electronic services platform which helps Public
Administrations connecting their back-office systems to the PEPPOL infrastructure. When used
jointly, these systems become key enablers of end-to-end trusted information exchange and
semantic interoperability. Despite the many opportunities emerging from the combined use of
these technologies, it is known that their adoption by Public Administrations usually does not
happen quickly. Nonetheless, the growth of cross-border e-Procurement if affected by the
number of Public Administrations connected to PEPPOL. If this process takes too long, the
current momentum could be lost.

This project will harness the use of the e-PRIOR system to accelerate the connection to
PEPPOL by European Public Administrations.

Il. Next to the PEPPOL project, the Directorate General for the Internal Market and Services
proposed a new Directive on public procurement and in April 2012 they have published a
Communication setting out the strategy for making the use of e-Procurement mandatory in the
EU by mid-2016.

These legislative proposals to modernise European public procurement adopted by the
European Commission in December 2011 (IP/11/1580) set forth a gradual yet ambitious
transition towards e-Procurement in the EU through the following goals:

1 Enforcing electronic means of communication for certain phases of the procurement

process (electronic notification of tender opportunities and electronic availability of
tender documents) by mid-2014 (at expected transposition of the revised Directive).

2 The PEPPOL project is now continued under the name OpenPEPPOL, and its e-Delivery component is now maintained by the CIPA
action of ISA.
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Central purchasing bodies will also be required to move to full electronic means of
communication, including electronic submission of bids, by mid-2014.

1 Enforcing electronic means of communication for all contracting authorities and all
procurement procedures by mid-2016 (two years after the expected transposition of the
revised Directive).

1 Adopting more detailed provisions to encourage interoperability and standardisation of
e-Procurement processes.

Ill. The components developed by the e-PRIOR action have the potential to be used in other
sectors than e-Procurement. These opportunities should be elaborated as part of this action.

This action will build further on the e-PRIOR project to fulfil the following objectives:

1. Contribute to the success of the PEPPOL pilot and generalise cross-border trusted
information exchange by promoting the use of the open source version of e-PRIOR
throughout European Public Administrations.

2. Help the transition of PEPPOL into production by promoting the industrialisation of e-
PRIOR's infrastructure service components and consequently the reuse of these
building blocks in other sectors.

3. Support the strategy of DG MARKT, by providing re-usable pre-Award open source
components and an interoperability model13, helping European Public Administrations
meeting these deadlines.

4. Elaborate on the possibility of reuse of the developed components in sectors other than
e-Procurement.

By fulfilling these objectives, the project will not only stimulate trusted information exchange and
semantic interoperability, but also a cohesive interoperability architecture founded on re-use of
work and reduction of redundancy, in line with the priorities of the European Interoperability
Strategy.

1.7.3 SCOPE

Following the defined objectives, the scope of this project is divided in activities supporting the
PEPPOL pilot and activities which support the transition of PEPPOL into production.

Activities linked to the first objective:

1. Set an example and contribute to the creation of critical mass

As stated above, PEPPOL will benefit if many European Public Administrations participate in its
piloting. Thanks to e-PRIOR and its successful deployment in production at DIGIT, the
European Commission is already today equipped with one of the most mature electronic
services platform in the e-Procurement domain. Since the core elements were already in place,
the participation in the pilot could be achieved within a relatively short time provided the

2 The interoperability model will interconnect the different pre-award platforms of the Member States via CIPA e-Delivery so that an
Economic Operator will be able to reply from its usual platform to a call for tender issued by another platform.
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availability of resources. Participation as from day one has shown additional commitment and
involvement at European level. This initiative will also help to pave the way for Public
Administrations willing to join PEPPOL. The creation of critical mass will accelerate wide
adoption of PEPPOL and thus promote cross-border e-Procurement in Europe.

2. Support Member States in the implementation of e-PRIOR throughout the PEPPOL project

A helpdesk has been set up to support Public Administrations in the deployment of e-PRIOR's
open sourced version. The release of e-PRIOR's open sourced version on the OSOR website
has triggered more than 1500 downloads. According to the feedback received, additional
support would help Public Administrations to test and learn more about this platform, thus
accelerating its use in operations and possibly in other sectors. Now that the Belgian Federal
State has decided to adopt e-PRIOR for their own e-invoicing process, this helpdesk has been
instrumental already in supporting them in the deployment of their e-PRIOR instance.

3. Support the sustainability and evolution of the core interoperability enablers of PEPPOL
Already today, e-PRIOR implements several profiles specified by the CEN/ISSS WS/BII
covering e-Catalogue, e-Ordering and e-Invoicing. This project will continue to participate in the
follow-up of this initiative, the third CEN/ISSS WS/BII, to ensure the sustainability and proper
evolution of these profiles. Additionally, e-PRIOR has been enhanced to cover the full post-
awarding procurement process, from Sourcing to Payment, as well as the pre-awarding
procurement process, from Publication to Awarding which will widen the contribution of this
project to this standardisation initiative. All implemented profiles will afterwards be made
available over the PEPPOL network.

4. Facilitate adoption by adding a GUI

Currently, e-PRIOR offers a web services interface which can be accessed by any machine.
However, by enhancing e-PRIOR with a Graphical User Interface, Public Administrations could
enable Small and Medium Enterprises to interact with e-PRIOR using the ubiquitous web-
browser. This, together with the out-of-the-box connection to the PEPPOL network, is making e-
PRIOR very attractive to the MS administrations and thus accelerates the adoption of cross-
border e-Procurement in Europe.

5. Proactive assistance to Public Administrations

Alongside the above activities, the project team will engage in proactive assistance to Public
Administrations. Public Administrations may not know how to benefit from the products of this
project. This will also mean that they will not contact the project team. To mitigate this risk, and
in coordination with ISA's communication initiative, the project team will proactively disseminate
information on e-PRIOR in collaborative platforms such as ePractice.eu or SEMIC.eu,
participate in selected expert groups, conferences, contributions to news articles and production
of various communication artefacts. Additionally, this project will also encourage e-Procurement
within the European Institutions to promote the involvement and direct engagement of these
stakeholders.

Activities linked to the second objective:

1.Follows the trends of the standardisation

Today, e-PRIOR supports the UBL2.0 XML specification as specified in the CEN/ISSS WS/BII
profiles. In the near future, PEPPOL is expected to also support the UN/CEFACT XML
standard. After investigating its feasibility, the required developments will be made in e-Prior to
support this standard. In any case, UBL will continue to be supported given the community of
Users. In the meantime, we made sure that e-PRIOR was able to support multiple formats,
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thanks to a collaboration with Difi (Sweden), owner of the EHF format. And we have made sure
that, when the first connected system wishing to use CIlI will arrive, the work needed will be
configuration and not development.

2. Support of Advanced Electronic Signatures

Today, e-PRIOR is working in an EDI concept™ for the VAT compliance of the e-Invoicing
module. The decision for using EDI was driven by the business requirements of the original
User community. EDI will continue to be supported, but for certain modules or in certain cases,
Advanced Electronic Signatures is now also an option. This implies that signing and verification
mechanisms are supported by e-PRIOR. This enables experimenting, for example, the use of e-
catalogues in the pre-awarding phase, where no contractual relationship exists, and covering a
wider range of legislations, hence paving the way to a cross-sector use.

Activities linked to the third objective:

1. e-Procurement in a pre-awarding context

An e-Catalogue gap analysis performed under the IDABC e-PRIOR project revealed significant
gaps but also some matches between the pre- and post-award use of electronic catalogues.
One of the conclusions of this study however is that e-PRIOR can play an important role in the
integration of e-Tendering systems with the procurement back-office systems of public
administrations. In a first stage, a feasibility study has focused on the requirements of the e-
Submission / e-Awarding process, and investigated what can be re-used from the PEPPOL
Virtual Company Dossier (VCD), but also the OP e-Tendering project, and the standardization
work for pre-award done in the CEN/BII 2 workshop. This activity will also look into the Dynamic
Purchasing System (DPS) and e-Auctioning.

2. In a second stage, the envisaged solutions will be further analysed (new version of the
feasibility study will be produced) and implemented. Activities 1 and 2 yield a progressive
incremental coverage, implying that by the end of 2012 a first e-Submission module was made
available, and that by the end of 2015 we should have a complete e-PRIOR e-Procurement
suite, covering all the phases from pre- and post-Award.

3. In order to contribute to the Key Action (14) of the DG MARKT Communication on e-
Procurement "European Commission to make its e-Procurement solutions available to Member
States that are building their infrastructure, to reduce investment costs", the developed software
components will be made available on Joinup in open source.

Activities linked to the fourth objective:

1. The re-use of e-Submission components in other sectors than procurement where similar
processes must be supported will be analysed.

2. A reusable Admin Console will be developed so that the parties can be configured in the
system in a user-friendly way. This console would be cross-sector because it will have no
specificity for e-Procurement, and can therefore serve as basis for the administration needs
identified for e-TrustEx.

* EDI (Electronic Data Interchange) is a standard which acts as common interface between computer applications in terms of
understanding the transmitted documents. When implemented in the context of a business process, it is a viable alternative to e-
signature according to the relevant European Commission directives.
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1.7.4 PROBLEM/OPPORTUNITY STATEMENT

This action will exploit the opportunities presented by the joint use of the PEPPOL network and
the e-PRIOR system. Historically, Member States have implemented non-interoperable
solutions for e-Procurement at one or several levels of the administrations (Central, Regional or
Local level). Today, this heterogeneity greatly hinders the growth of cross-border e-
Procurement. Even at national level e-Procurement suffers from these same issues: diversity
and complexity. Given this panorama, some Member-States remain reluctant to expand / or
jump start the use of e-Procurement.

Together the PEPPOL and e-PRIOR projects generate a significant opportunity for Europe to
boost the use of e-Procurement. This project will enable Public Administrations to easily get
connected to PEPPOL via the reuse of, the proven and tested, e-PRIOR platform (which
embeds a CIPA gateway among other added-value services).

The reuse of e-PRIOR will help increase the number of CIPA gateways deployed in European
countries. By not reinventing the wheel each time, European Public Administrations will be able
to spend less, focus on what is important and take advantage of what already works well (at the
European Commission). As the private sector gets on board, e-PRIOR will also serve as a
learning tool for private companies to develop their own e-Procurement commercial solutions
based on European standards. System integrators will also benefit because they will have
several packages, commercial and open source, to propose to Public Administrations for
implementation.

As a result, the generalisation of trusted information exchange™ will contribute to the take up of
interoperable e-Procurement, the sustainability of PEPPOL and the reuse of these building
blocks in other sectors.

Advanced contacts with Public Administrations of several Member States and a survey amongst
the beneficiaries of PEPPOL showed that the availability of open-source e-Procurement tools is
perceived as very valuable for Member States. It also revealed that Public Administrations not
having already implemented e-Procurement tools are interested in open-source solutions, such
as the e-PRIOR system, under the condition that they are well-documented and support is
guaranteed. Discussions with online service providers and ERP software vendors clearly
identified an interest from the private sector to support the public sector in implementing
interoperable e-Procurement solutions and standards.

DG MARKT's Communication "A strategy for e-Procurement” foresees a full transition to e-
Procurement for the European administrations. The European Commission itself will have to
implement full e-Procurement by mid-2015 (one year before the deadline for Member States),
and to make its e-Procurement solutions available to Member States that are building their
infrastructure, to reduce investment costs. This will be achieved by means of this action.
Additionally, a number of flanking measures are put in place to support the Directive proposal:

1 An e-Tendering Expert Group (e-T EG) , whood6s main t asdprinta s

an e-Tendering solution; and

!® See action 1.8 Trusted Exchange Platform
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1 The e-Procurement Golden Book of Good Practice: this study has collected good
practices for (mainly pre-Award) e-Procurement, and practices to be avoided.
Both initiatives have provided deliverables by the end of 2012, and this action aims at aligning
to them as much as possible.

1.7.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries Anticipated benefits

Member States' 1 Free-to-use open source tool, e-PRIOR, for implementing
Public electronic public services for both pre- and post-award e-
Administrations - Procurement, for which a maintenance and further
implementers of development is guaranteed. This system includes out-of-the-
Public Services box functionality i the PEPPOL Connector i to connect to the

PEPPOL infrastructure;

1 Free-to-use open standards for data and processes
(CEN/ISSS WS/BII 2) that have been tested in a real-life
environment ;

1 Shared experience in and support for setting up pre- and post-
award e-Procurement;

1 Large cost savings and efficiency improvements, with reduced
investment;

1 Provide example of a real-life implementation of the European
Interoperability Framework (EIF);

1 The dissemination of e-PRIOR to Member States in the
context of e-Procurement is a first step in making this platform
available for cross-sector re-use. Once the Member States'
Administrations use e-PRIOR, they can use it for any
electronic business document exchange. e-PRIOR could be
used to facilitate e.g. the legislative process between the
European Commission and the national parliaments, through
integrating e-Greffe with e-PRIOR.

1 Re-use of e-Submission components in other sectors different
than procurement

Stakeholders of the | This action will alleviate the effort required by Public Administrations to

PEPPOL project connect to PEPPOL during and after its pilot thus accelerating the

adoption of this enabler of interoperability.
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1.7.6 RELATED EU ACTIONS / POLICIES

Action / Policy

Description of relation

Digital Agenda

Interoperable e-Procurement and leading by example are explicitly
mentioned in the Digital Agenda

(see Key Action 16 and related "other actions")

Communication on
e-Procurement (DG
MARKT)

e-PRIOR is seen as an important action to support e-Procurement in
Europe

Communication on
e-Invoicing (DG

The European Commission is leading by example by implementing e-
Invoicing for own public procurement purposes, through e-PRIOR.

MARKT / DG

ENTR)

ISA Action 1.6 7 ISA Action 1.7 has an Access Point to the PEPPOL network. In this
PEPPOL context, ISA Action 1.6 aims to maintain the sample implementation of
Sustainability this Access Point component and provide support to Public

(CIPA) Administrations which are implementing it.

ISA Action 1.8 7 The e-PRIOR document exchange functionality is based on the

Trusted Information
Exchange Platform

eTrustEx platform from ISA Action 1.8.

ISA Action 1.971 ePrior will use the tool developed by ISA Action 1.9 for the signing of
Supporting tools for | the economic operator in the pre-ward phase and for the signature
TSL and e- receipt of the competent authority.

signature

creation/verification

ISA Action 2.11 71 The two combined actions will result in a coherent set of requirements
Promoting to be met by the Commission when implementing its pre-awarding e-
consistent eu e- Procurement operation.

procurement

monitoring and

performance

ISA Action 4.1.1 71
Communication
activity

Information on e-PRIOR aims to be disseminated, in coordination with
ISA Action 4.1.1, in collaborative platforms such as ePractice.eu or
SEMIC.eu, via the participation in selected expert groups,
conferences, contributions to news articles and production of various
communication artefacts.

ISA Action 4.2.1 1
ISA Integrated
Collaboration
Platform

Joinup acts as a platform to support the building of a user community
around the e-Prior tool.
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Action / Policy

Description of relation

ISA Action 4.2.6 1

ISA Action 4.2.6 should be capable to test software solutions built to

Interoperable support crossborder exchange of information between Public

testbed administrations.Since ePrior, eTrustEx, STORK Sustainability and
CIPA aims to sustain the solutions of these LSPs and have therefore
created or will create testbeds for them, these actions are also linked
to the ISA Action 4.2.6.

DG CONNECT ISA Action 1.7 aims to enable Public Administrations to easily get

PEPPOL project
(CIP Large Scale
Pilot)

connected to PEPPOL via the reuse of the proven and tested, e-
PRIOR platform (electronic services platform which helps Public
Administrations connecting their back-office systems to the PEPPOL
infrastructure).

Therefore, as a complementary solution, e-PRIOR contributes to the
success of PEPPOL.

1.7.7 ORGANISATIONAL APPROACH

1.7.7.1 Expected stakeholders and their representatives

Stakeholders

Representatives

ISA ISA Coordination Group

DIGIT.B4 Angelo Tosetti, Didier Thunus, Tanya Chetcuti, Yuliya Krumova,
Guilaine Binet, Marco Martini, Luiza Cosminca

DIGIT.R Bernard Magenhann

DG MARKT.C4 Kamil Kiljanski, Ivo Locatelli, Tudor-Trestieni lon

DG ENTR.D4 Antonio Conte, Nathalie Pasquier

DG CONNECT.H3 Jean-Francois Junger, Hannele Lahti

OpenPEPPOL Sven Rasmussen, Carmen Ciciriello

Organization

European Public
Administrations

Economical
Operators

Service Providers

ERP Software
Vendors

CEN/ISSS WS/BII 2

1.7 e-PRIOR
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1.7.7.2 Communication plan

Frequency of meetings / absolute dates

Representatives :
of meetings?

ISATIE e-PRIOR team member Quarterly
Working Group
EXPP Summit | e-PRIOR team member Yearly
CEN/ISSS e-PRIOR team member Quarterly
WS/BII 3
DG MARKT e- | e-PRIOR team member Quarterly
Procurement
Working Group
DG MARKT e- | e-PRIOR team member Monthly
Tendering
Expert Group
EC Multi- e-PRIOR team member Quarterly
Stakeholder
Forum on e-
Invoicing
Conferences on | e-PRIOR team member +/- Monthly

e-Procurement,
e-Invoicing or
e-Government

e-Practice (online)
Joinup (online)
LinkedIn e- (online)
PRIOR Group

1.7.7.3 Governance approach

The e-PRIOR patrticipation to PEPPOL has been considered as one of the PEPPOL Pilots. A
close collaboration between the two projects is already in place and will continue to be
harnessed.

Bi-weekly project review meetings (review of the project progress), alternated by bi-weekly team
meetings (review of the individual tasks) will ensure the timely delivery of the project and the
involvement of the associated services, DG MARKT and DG ENTR. Additionally, a coordination
group will be used to bridge the perspectives among the internal stakeholders and another one,
with similar purposes, for external stakeholders. These groups will have the mission to ensure
the successful governance of efforts in the internal and external ecosystems. These groups will
not be formal committees but a set of mechanisms using the existing communication channels,
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workshops and meetings. The basic principle is that these groups should be versatile and
empowering with minimal bureaucracy overhead. Of course that when and if required, these
groups may be further formalised into committees.

Regarding the methodologies, RUP@EC will be used for software development and ITIL for
service management. The governance structure is summarized in the schema below:

ISA - Coordination Group

Assists the Commission in franslating priorities into actions an  d fo ensure continuity and
consistency in their implementation

Internal DIGIT.B4 DG MARKT.C4 DG ENTR.C4
Coordination Service in charge Associated Service / Owner Associated Service
Group eProcurement Policy
(existing
Channels are DIGITR2 DG CONN ECTH3
i ; EC primary link with
privileged) Ouwner DIGIT pilot A
. i mm i ————————my
External DIGIT.B4 I EU Public Administrations i
i Coordinatior Service in charge . CustomersofOpene _PRIOR @ e i
Group
i (existing . . .
! channels are Economical Operators Service Providers ERP Vendors
privileged) Including SMEs Implementers - promoters Implementers - promoters
PEPPOL CEN/BII 2
CIP - Large Scale Piot | | Standard Profiles &
recommendations
Other StakehcnldersI ___________ -
OASIS : UN/CEFACT :
UBL21 : Cross Industry Invoice |
____________ 1

1.7.8 TECHNICAL APPROACH

This project is realized in three stages as depicted in the high-level project plan, provided in the
last page, as explained hereunder.

The kick-off phase of the project was the Inception phase whereby a project charter has been
set up for defining in more detail the activities within the scope of this project, as explained in
section 1.7.3.

Following the project charter phase, the project is then executed in 2 separate phases as
follows:

Phase 1 has focused on those activities which will contribute to the success of the PEPPOL
pilot and generalisation of cross-border trusted information exchange by promoting the use of e-
PRIOR.
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Phase 2 has focused on supporting the transition of PEPPOL into production in coherence with
the PEPPOL Sustainability Plan and the upcoming Green Paper on e-Procurement of DG
MARKT.

Phase 2a covered the further enhancements to the post-award procurement process, while
phase 2b has looked into the pre-award procurement processes in order to establish the
feasibility study.

Phase 3 will realize the implementation of the pre-award processes as defined in the feasibility
study of Phase 2b, and will include the cross-sector aspects of objective 4.

These phases are aligned with the objectives in section 1.1.2.

It is proposed that each of the phases defined above will be executed in two sub-phases, being
an Execution sub-phase and an Operational sub-phase. The activities involved in the Execution
sub-phase will contribute towards the development of further functionality in order to support the
goal of the phase whereas the activities for the Operational sub-phase will contribute towards
providing the necessary support. Where possible, the existing e-PRIOR project team and the
applied development tools and methodologies (based on RUP@EC for software development
and ITIL for service management) will be used, in order to ensure the continuity of the e-PRIOR
project.

The results of each development phase will be formally documented by an execution report.

1.7.9 COSTS AND MILESTONES

1.7.9.1 Breakdown of anticipated costs and related milestones

Phase:
ipti Anticipated Budget line
Inception Dgscnptlon of p_ < Start date  End date
_ milestones reached or ~ Allocations |5/ others
Execution ' (QX/YYYY) (QX/YYYY)
to be reached (KEUR) (specify)
Operational
Inception Project charter 0 | DIGIT Q1/2010 Q2/2010
internal
resources

Phase 1: Support the PEPPOL pilot and promote the use of e-PRIOR

Execution Phase 1 - Execution 2.950 | ISA Q2/2010 Q2/2011
report

Operational 750 | ISA Q2/2010 Q4/2011
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Phase:

Description of Anticipated Budget line

Inception } : Start date  End date
milestones reached or ~ Allocations |5/ others

Execution "\ oo TR S (QXIYYYY) (QX/YYYY)

Operational

Phase 2: Support the transitonof PEPPOL i nt o production -/ Sup
Procurement strategy

Execution | Phase 2a - Execution 900 | ISA Q3/2011 Q2/2012
report (UN/CEFACT, e-
Signature, GUI for
SMESs)

Execution | Phase 2b - Execution 2.150" | ISA Q3/2011 Q4/2013
report:

Pre award: Feasibility
Study, e-Submission, e-
Qualification and e-
Awarding;

Admin Console;

Cross-sector reuse
(analysis/opportunities)

Operational 6008 | ISA Q1/2012 Q4/2013
Phase 3: Suppor tProddiiememtAtratedy cantinaed)
Execution Phase 3a 1 Execution 1.450 | ISA Q1/2014 Q4/2014
Report: e-Evaluation, e-
Catalogue, e-
Attestation,

Cross-sector pilot

Execution Phase 3b - Execution 1.350 | ISA Q1/2015 Q4/2015
Report: e-Auctions,
Dynamic Purchasing
System and e-

Tendering
Interoperability Model

Operational 300 | ISA Q1/2014 Q4/2015
Total 10.450

16 1. 05 0 the drigimafproposali 150 kU moved to Operation 2012 for UN/CEFACT, as

171. 850 ku of the original proposal + 150 ku moved from Operational

UN/ CEFAC"

18600 ku of the original proposal + 1507 k%0 movemMofedmt &€xExedutoinoRa2lh or
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1.7.9.2 Breakdown of ISA funding per budget year

Budget Phase Anticipated allocations  Executed budget (in
Year (in KEUR) KEUR)
2010 | Phase 1 Execution 1830 1830
Phase 1 Operational 320 319
2011 | Phase 1 Execution 1120 1122
Phase 2a Execution 200 200
Phase 2b Execution 100 100
Phase 1 Operational 430 430
2012 | Phase 2a Execution 700 700
Phase 2b Execution 600 750
Phase 2 Operational 300 300
2013 | Phase 2b Execution 1450
Phase 2 Operational 300
2014 | Phase 3a Execution 1450
Phase 3 Operational 150
2015 | Phase 3b Execution 1350
Phase 3 Operational 150

1.7.10 ANNEX AND REFERENCES

Attached

Description Reference link
document

Green Paper on http://ec.europa.eu/internal market/consultations/doc
expanding the use of | s/2010/e-procurement/green-paper_en.pdf
e-Procurement in the
EU (DG MARKT)

Communication on http://ec.europa.eu/enterprise/sectors/ict/files/com71
e-Invoicing "Reaping | 2_en.pdf

the benefits of
electronic invoicing
in Europe” (DG
ENTR / DG MARKT)

Digital Agenda http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2
010:0245:FIN:EN:PDF

Communication on http://eur-

elnvoicing and lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2
eProcurement policy | 013:0453:FIN:EN:PDF

(COM 2013 453)
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http://ec.europa.eu/enterprise/sectors/ict/files/com712_en.pdf
http://ec.europa.eu/enterprise/sectors/ict/files/com712_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2013:0453:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2013:0453:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2013:0453:FIN:EN:PDF
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Attached
document

Description Reference link

Communication "A http://ec.europa.eu/internal_market/publicprocureme
strategy for e- nt/docs/eprocurement/strategy/COM_2012_en.pdf
Procurement" (DG

MARKT)
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1.8 TRUSTED EXCHANGE PLATFORM (E-TRUSTEX)

1.8.1 CONTEXT

1.8.1.1 Identification of the action

Type of Action Project

Type of Activity Reusable generic tools
Service in charge DG DIGIT

SG A.1.Al1, SG.G.3, SG.R.3, COMP R.3, MARKT.B.1,
DG EMPL

Associated Services

1.8.2 OBJECTIVES

The initial goal of this project was to provide a Trusted Exchange Platform re-using the existing
e-PRIOR infrastructure and to prove its cross-sector re-usability.

The main objective of this action is now to support public administrations in the implementation
of European policies in different sectors by promoting Interoperability through re-use. The
specific objectives are:

A Demonstrate the re-use of the e-TrustEx platform in several sectors. The purpose was
to demonstrate that e-TrustEx can accelerate the implementation of secured exchange
of information between Publication Administrations cross-border and cross-sector.
Additionally, this platform will facilitate the automation of document exchange
choreographies and offer value added services such as a canonical data model
(semantic shield), validation and routing of information. When needed and possible, the
receipts given by the post (with legal equivalent value) will be replaced by electronic
receipts. Thanks to the Open Source policy, Member States will be able to re-use and
extend it themselves for their own specific needs at national, regional or local level.

A Definition of a holistic Architectural Vision. This has been derived through the analysis
of the CIP Large Scale Pilots, e-PRIOR and other exchange platforms. It is clear that
the implementation of this vision has inherited many of the challenges which are
currently being debated by the CIP LSPs. Therefore, the execution of this project will
include active participation in the on-going action to harmonise the CIP document
exchange platforms. The roadmap of e-TrustEx has further detailed how the
Architectural Vision will be implemented taking into account any dependencies on other
actions.

A Implementation of the roadmap resulting from the afore-mentioned Architectural Vision,
as described in section SCOPEbelow (Phases 2-5)

1.8 Trusted Exchange Platform (E-TrustEXx)
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1.8.3 SCOPE

This action mostly addresses the domain of Administration-to-Administration (A2A) information
exchange and is related to the Trusted Information Exchange cluster of ISA. It is split into
several Phases, the details of which are given in the section "Technical approach”.

The main activities for Phase 1 were:

1. Customisation and extension of e-PRIOR in order to automate document workflows by
exchanging information, such as legislative and competition related documents in PDF,
Word, etc. in electronic format via a reliable and secure platform. Envisaged recipients
are permanent representations, national parliaments, local governments, EU
institutions, national competition authorities and others;

2. Develop extensions to allow the exchange of large documents, generic "bundles" of
documents, and their sending in multicast mode;

3. Development of a web GUI to send and receive documents.

The main activities for Phase 2 were:

1. Finalisation of an Architectural Vision and Roadmap resulting from:

a. Analysis of similar initiatives (e.g. EESSI of DG EMPL or PEC of the French
fiDirection G®n®r ale pour | a Modernisat

b. Discussion with representatives of Member States participating in the ISA
Trusted Information Exchange cluster;

c. Consultation of IRMs in the DGs of the European Commission;

d. Coordination with on-going activities on convergence of transport infrastructure
in the CIP pilots.

2. Review of the Platform after the conclusion of Phase 1 to facilitate its release in Open
Source (this also includes additional configurability features to reduce costs in
supporting new types of exchanges and to facilitate the "sustainability” of the platform,
once implemented by Member States in their own context);

3. Part 1 of Architecture Roadmap Implementation;

4. Implementation of pilots.

The main activities for Phase 3 were:
1. Part 2 of Architecture Roadmap Implementation (generality of the platform)
a. Enhancement of the generality of the platform by removing all the
dependencies with the e-Procurement domain
b. Integration of e-TrustEx and the CIPA e-Delivery building blocks to enable
cross-border exchange of documents between Public Administrations
c. Enhancement of the generic e-TrustEx GUI to support additional functionalities
(e.g. outbox consultation)
d. Development of a generic administration console for the configuration of the
platform
2. Implementation of pilots.

1.8 Trusted Exchange Platform (E-TrustEx)
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The main activities for Phase 4 are:
1. Part 3 of Architecture Roadmap Implementation (scalability and reliability of the
platform)
a. Ensure that the platform can be deployed in a clustered environment
b. Implementation of the functionalities for archiving and retention of documents
c. Implementation of the functionalities for audit and logging
3. Enhancement of the generic administration console to enable system administrators to
monitor audit and logging information generated by the system
4. Implementation of pilots.

The main activities for Phase 5 are:
1. Part 4 of Architecture Roadmap Implementation (Additional Functionalities)
a. Support for message exchange priority
b. Implementation of business notification
c. Integration with external systems for time stamping and storage of documents
d. Support of the exchange of large structured documents in XML format
2. Implementation of pilots.

NB: The exchange of classified documents is out of the scope of this action. Regarding the
scope of the support model:

A In the context of each pilot, the DG responsible for the system connected to e-TrustEx
will provide direct support to its Users. This means that the service desk of each pilot
will be run by the pilot beneficiaries and not the e-TrustEx team.

A The support and deployment model of the e-TrustEx platform is further detailed in the
Architectural Vision. Technical documentation and technical support by the eTrustEx
team will cover all aspects related to the platform as a re-usable tool (e.g. the
specifications of the technical interface and of the several components of the platform).

1.8.4 PROBLEM/OPPORTUNITY STATEMENT

European policy increasingly requires information between public administrations in the EU
Member States to be exchanged electronically. To enable the sharing of data across the 27
Member States, their systems must be made interoperable. Public administrations are therefore
receiving increasingly frequent requests to take action and to switch from paper, e-mail or other
non-interoperable solutions to secured electronic information exchange.

1.8 Trusted Exchange Platform (E-TrustEx)
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The 9" Benchmark Measurement of European e-Government services'® shows that there is an
increasing need of the Member States for a secure e-Delivery platform. This is also confirmed
by a survey carried out by the e-TrustEx project team in 2010, whereby Member States agreed
that the European Commission should promote the re-use of a common set of building blocks
for cross-border data exchange.

Through its value-added services, in particular the greater ease of connecting backend-systems
to an e-Delivery platform and of directly submitting documents to such a platform through a GUI,
e-TrustEx will make available a key enabler for secure eDelivery to the Member States currently
lacking one

The Trusted Exchange Platform (e-TrustEx) supports policy implementation by public
administrations in the European Union by:

A Piloting cross-border information exchange, in several sectors, through the same
exchange platform (i.e. cross-sector re-usability of software building blocks and
technical interoperability frameworks). Most of these pilots will involve a significant
enhancement in the way data is currently exchanged between Public Administrations in
the Member States and the European Commission;

A Making this platform accessible in open source to all public administrations in Europe
(i.e. levelling the playing field by making a proved and tested interoperable solution
available to all public administrations). It should be noted that this exchange platform
aims at being an extensible solution, which could serve policy areas beyond the ones
covered by the pilots of this initiative.

E-TrustEx itself will be developed through re-use and extension:

' hitps://ec.europa.eu/digital-agenda/sites/digital-agenda/files/egov_report.pdf
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A First, it will be based on the building blocks of the e-PRIOR platform.

A Second, when possible, e-TrustEx will "integrate with" the building blocks coming from
the CIP Large Scale Pilots. PEPPOLOGs transport |
e-Delivery framework (REM SOAP) are integral in achieving a Pan-European
interconnection among existing information exchange communities.

Each of the above mentioned Pan-European exchange platforms offers generic and highly

reusabl e components and services; howetwendo i f not
coverage (including the "last-mile") and interoperability between them may hinder their actual

re-use. Member States require a solution for secured message exchange, not tailor-made

platforms for each specific sector with limited reach and a particular technical implementation. If

an fteeeaddo solution is not a v a ielnalbplicationaoh technea s i | y acc
specifications platforms, standards, and "e-Government clouds" are likely to continue

developing in a non-coordinated way. This phenomenon may potentially lead to the creation of

additional barriers and hurdles for the secure exchange of information cross-border and cross-

sector, mainly due to the underlying complexity and potential interoperability issues.

Ultimately, e-TrustEx will enable the Member-States to implement commitments on
interoperability and standards which are fundamental for the availability of cross-border services
across Europe.

As required by the ISA decision, this platform promotes EU-wide interoperability and re-use of
existing building blocks, so as to avoid duplication of effort. By supporting policy implementation
in several sectors and overcoming obstacles for electronic information exchange, this action will
ultimately contribute to the creation of a Digital Single Market in Europe. Instead of working on
developing a solution with generic but abstract requirements, the approach is to exploit the
opportunities offered by the implementation of concrete examples via the interoperability of real
working systems having significant functional and non-functional requirements. This will
contribute to the expansion of the user community, to the inclusion of more potential parties and
it will also allow the coverage of additional sectors / policy areas together with the progressive
support of additional features. The identified business cases offering the opportunity to test and
extend the technical platform are described in the section "Technical Approach”.

Sustainability / financial Model for eTrustEx as a Tool
According to the definition given in the ISA decision” gener i c t ool s6 means refere
shared and collaborative platforms, common components and similar building blocks which
meet common user requirements across policy areas". The sustainability/financial model should
be as follows:
A Case of the Platform offered to EU Institutions:
ISA should cover the development of the core / generic functionality and the technical
support of the platform while the Policy DGs should fund with their own budget the

1.8 Trusted Exchange Platform (E-TrustEx)
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integration of their back-offices, the hosting, the specific support and the development
of specific functionality and extensions.

A Case of the Platform offered to Member States:
ISA should cover the development of the core / generic functionality and the technical
support of the platform while the Administrations of Member States adopting the
platform (or the relevant Policy DGs) should manage the hosting, the specific support
and the development of specific functionality and extensions.

Once all the generic developments are completed the maintenance costs will be sustained by
the platform users (policy DGs/Other EU Institutions/MS Administrations).

1.8.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Direct
Beneficiaries

Anticipated benefits

Member States' - Switching from expensive registered post to large scale digital
public exchange of information (as an example, in France around 25 to 40
administrations million letters with delivery receipt are exchanged by public

and EU institutions | @dministrationsi ar ound 404 to 50 each)

- Enable the creation of a European ecosystem of electronic message
exchange which could serve several sectors requiring cross-border
exchange of information. This should also prevent the creation of specific
and ad-hoc information exchange solutions for each sector.

- Support secure exchange of documents between parties exceeding the
capabilities of the current ways of exchange either electronically (e-mail)
or physical (paper documents, CD, DVDs, faxes, etc.), reducing manual
work and increasing reliability and the efficiency of the whole process.

- Cost savings and improve efficiency, reduce time-to-market and ensure
interoperability of information exchange at European, national, regional or
local level.

- Free-to-use open source tools for national parliaments and permanent
representations to send and receive electronic legal documents and
metadata. These tools can be used for exchanging other electronic
business documents with other stakeholders with enhanced reliability,
security, efficiency, and an increase in the capacity of information
exchange.

- Experience, lessons learnt, specifications, tools and components

published as open source reusable by any Member State or EU
Institution.

1.8 Trusted Exchange Platform (E-TrustEX)



101

Direct

Anticipated benefits

Beneficiaries

IT services in the The European Commission, because of its trans-national position, is
Commission more and more called upon to develop distributed systems to coordinate
political actions in various fields. If a generic system can be defined and
later put in place, it will be a very big progress for the whole
interoperability issue in Europe. This would of course also represent
important cost savings since the infrastructure of such systems would
then be reusable.

1.8.6 RELATED EU ACTIONS / POLICIES

Action / Policy Description of relation

Digital Agenda Action 27: Member States to implement Malmd and Granada
declarations

Member States should implement commitments on interoperability and
standards in the Malmd and Granada Declarations by 2013.

Action 26: MS to implement European Interoperability Framework
Member States should apply the European Interoperability Framework
at national level by 2013.

http://ec.europa.eu/information society/digital-agenda/index en.htm

The eGovernment Action 33 "Exchanges of expertise, promotions of the re-use and
Action Plan 2011 7 sharing solution to implement interoperable eGovernment
2015 services"

The Commission will organise exchanges of expertise and promote
the re-use and sharing of solutions to implement interoperable
eGovernment services. This includes establishment of interfaces to
gain access to and use authentic national sources.
Action 40 Pilot projects for innovative architecture and
technologies in eGovernment
The Commission will launch pilot projects to demonstrate how public
administrations can deliver eGovernment services in a more flexible
and efficient way by using innovative architecture and technologies.

http://ec.europa.eu/information_society/activities/egovernment/action
plan 2011 2015/index en.htm

ISA Action 1.6 T The eTrustEx platform will integrate the e-Delivery, e-Document and
PEPPOL elD components provided by ISA Action 1.6 when operational.
Sustainability (CIPA)
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Action / Policy

Description of relation

ISA Action 1.7 1 e-
PRIOR

The e-PRIOR document exchange functionality is based on the
eTrustEx platform from ISA Action 1.8.

ISA Action 1.10 1
Internal Market
Information (IMI)
system

The eTrustEx platform provides the secure transfer of SOLVIT
complaint forms from the IMI front end to the IMI back-office.

ISA Action 1.11 71
Interoperable and
Generic Notification
Services

The eTrustEx platform will be used when developing the GENIS
Information System, to provide efficient, trusted and transparent
exchange of data (structured and unstructured) between the
Commission (COMP, AGRI, and MARE) and Member States
administrations within the State Aid Notification Process (e.g.
attachments associated to the State Aid Notification Forms and to
messages exchanged in the case shared repository).

ISA Action 1.12'7
OSS platform for
online collection of
statements of support
for European citizens'
initiatives

The OCS is currently storing all the data from the ECI, however in the
future it aims at transferring them to the Member States. For this
purpose, the ISA Action 1.12 could reuse one part of eTrustEx.

This is currently under discussion with the project team of the ISA
Action 1.8.

ISA Action 1.16 1
Common Information
Sharing Environment
(CISE)

CISE development shall be carried out taking into consideration the
results of ISA Action 1.8.

ISA Action 1.20 i
Application of EU Law

ISA Action 1.20 will develop the future Infringement (INFR) service as
a single exchange platform and repository of all official infringement
documents exchanged between Member States and the Commission
(by using the eTrustEx platform for the transmission of official
documents to the Member States and reception of acknowledgement
from them), mainly in legislation and competition policy areas.

ISA Action 4.2.1 7 ISA
Integrated
Collaboration Platform

Joinup acts as a platform to support the building of a user community
around the eTrustEx tool.

ISA Action 4.2.6 1
Interoperable testbed

ISA Action 4.2.6 should be capable to test software solutions built to
support exchange of
administrations. Since ePrior, eTrustEx, STORK Sustainability and
CIPA aims to sustain the solutions of these LSPs and have therefore
created or will create testbeds for them, these actions are also linked
to the ISA Action 4.2.6.

crossborder information between Public
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Action / Policy Description of relation

DG CONNECT The eTrustEx platform will be integrated with the solution deriving from
(CIP Large Scale the convergence of the eDelivery solutions of the CIP Large Scale
Pilot) Pilots when operational.

DG EMPL eTrustEx will support DG EMPL efforts to implement a common
EESSI platform for Electronic Exchange of Social Security Information (EESSI

project, see Regulations (EC) Nos. 883/2004 and 987/2009 on the
coordination of national social security schemes). The project EESSI
will explore the use of generic services (transport and messaging)
from eTrustEx for its platform.

http://ec.europa.eu/social/main.jsp?catld=869

1.8.7 ORGANISATIONAL APPROACH

A Project Steering Committee has been established to provide overall guidance and direction
for the project with the participation of all concerned services. Working groups will be organised
with different families of beneficiaries to gather their requirements.

The action is multiannual and organised in phases. Within each phase, the integration of
additional back-end systems and/or the support of additional requirements will be covered.

1.8.7.1 Expected stakeholders and their representatives

Stakeholders Representatives
ISA Coordination The ISA coordination group assists the Commission in translating
Group priorities into actions and to ensure continuity and consistency in their

implementation.

DIGIT i Directorate | Unit DIGIT.B.4 (Information Systems for Policy Support, Grant

General of Management, and e-Procurement)

Informatics of the This unit is the main service in charge of this action and responsible
European for the development coordination and maintenance of e-TrustEx. It
Commission ensures the development and re-use of the e-PRIOR related modules

and services and coordinates the interaction between the different
stakeholders.

Unit DIGIT.B.1 (Information systems for document management and
corporate decision making processes)

This unit is in charge of the e-GREFFE project and the coordinator of
integration with A.S.A.P.
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Stakeholders

Representatives

DG COMP -
Directorate General
Competition of the
European
Commission

Unit COMP.R.3. (Information Technology)

This unit is in charge of the EDMA project and will be responsible of
the development of the EDMA and GENIS specifically related
modules.

Unit COMP.R1 (Document Management)

This unit is the system owner and business project manager of EDMA
and represents the interests of the EDMA users.

COMP.H (State aid: Cohesion, R&D&I and enforcement)

This Directorate is the system owner of the GENIS project.

Secretariat general
Of the European

Unit SG.A1 (Advice, developments and logistics)
This unit is the system owner and business project manager of e-

Commission GREFFE and represents the interests of the e-GREFFE users.
Unit SG.R3 (Information Technology)
This unit is the system supplier of A.S.A.P..
Unit SG.G3 (European Economic and Social Committee, Committee
of the Regions, European Ombudsman and National Parliaments)
This unit is the system owner of A.S.A.P..

DG MARKT i Unit MARKT.B.1 (Internal Market Information System)

Directorate General
for Internal Market
and Services of the

This unit is the owner of the IMI system. The expansion strategy of IMI
in other sectors considers eTrustEx as complementary to the IMI
system. In fact IMI currently supports the exchange of data and

European information between end-users. In addition to these features, eTrustEx

Commission could provide Member States with the possibility to exchange
information securely between existing systems and IMI.

DG CONNECT i Unit CONNECT.H3 (ICT for Government and Public Services)

Directorate General
for Communications

Networks, Content
and Technology

The cooperation with CONNECT is key given its role as the primary
link between CIP pilots and the Commission.

DG ENTRT
Directorate General
for Enterprise and
Industry

Unit ENTR.D3 (ICT for Competitiveness and Industrial Innovation)
Its participation is essential given the importance of standards for the
enablement of secure information exchange.

Organisations in
Member States and

Members States representatives of administrations either working on
similar initiatives or interested in adopting eTrustEx.

Other DGs of the
European
Commission (as
required)

Representatives of other DGs / EU Institutions either working on
similar initiatives or interested in adopting eTrustEXx.
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1.8.7.2 Communication plan

Representatives

Frequency of meetings / absolute
dates of meetings?

ISATIE eTrustEx team members, Member | Quarterly
Working Group | States representatives, ISA unit
members, ISA Coordination Group
Project Team leaders and HoUs of | Monthly
Coordination development teams of eTrustEx
Group
Extended Team leaders and HoUs of | Only when issues cannot be

Coordination
Group

development teams of eTrustEx and
system (business
stakeholders) of the involved pilots

owners

solved in the Project Co-ordination
Group.

Bilateral
meetings with
Member States

DIGIT representatives,

Member States representatives

These meetings are arranged by
DIGIT on ad hoc basis.

Bilateral DIGIT representatives, These meetings are arranged by
meetings with Policy DGs representatives DIGIT on ad hoc basis.

Policy DGs

Relevant DIGIT with any other project | DIGIT is invited to participate in
conferences stakeholder meetings organised by Member
and events States, the LSPs, e-Practice, etc..

1.8.7.3 Governance approach

First and foremost, the e-TrustEx project is an action of the ISA programme and therefore, it
follows the ISA governance structure. The diagram below shows that this action will report back
to the representatives of the Member States in the Trusted Information Exchange work-group

under the fAkey enablers for interoperabilityo theme
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Figure: ISA Governance Structure

To achieve the aforementioned objectives, this project will collaborate with several DGs of the
European Commission and with several other stakeholders (e.g. participants of CIP pilots,
Member States). In particular for the integration of the pilots, structured coordination is required
and described hereafter.

The Project Coordination Group ensures coordination and involvement of each of the
associated services. The coordination with the system owners of the systems connected to e-
TrustEx is assured by their system providers. Decisions and other important information are
communicated to all involved entities through the Project Coordination Group. In addition to the
scheduled meetings, these groups meet when necessary and they should be versatile and
empowering with minimal bureaucracy.

Based on the actual needs and to better bridge the technical and the business aspects, an

Extended Coordination Group could be setup to also involve the HAbusin
(system owners) of the back-end systems participating in the pilot. The system owners would

represent the interests of the final users of the exchange platform that are external to the

Commission. Meetings of the Extended Co-ordination Group would take place exceptionally:

only when issues cannot be solved in the Project Co-ordination Group.

The governance/coordination structure of the Phase 1 and 2 pilots is summarized in the
schema below; the same "model" will be extended to any new additional pilot in Phase 3
and 4.
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1.8.8 TECHNICAL APPROACH

To achieve quick results for the European Commission and Member States, this initiative first
took a "Bottom-up" approach, through the execution of pilots in a specific sector. This shall now
be complemented by a "Top-down" approach through the analysis of a number of architectural
significant information exchange platforms to identify generic exchange needs and common
features. The outputs and results of this initiative will be available in several phases:

The first phase focused on the analysis and implementation of the adaptation of the e-PRIOR
platform to support the functional and architectural requirements necessary for the integration of
a number of Commission back-end systems (pilots). The main focus of this phase was to
evaluate the fit for purpose of the platform in new business contexts.

The second phase introduced a parallelism between:

A the definition of a robust architecture vision with an associated implementation
roadmap; the defined vision, in combination with the transport infrastructure created by
the CIP pilots, would make the platform the reference for cross sector and cross border
information exchange and
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A the implementation of pilots together with a first series of actions / additional features
described in the roadmap that would prove the validity of its architecture in real /
concrete situations.

This parallelism allowed the further development of the platform within a defined vision
consequently enhancing the functionality and demonstrating the validity of the platform in
different contexts.

Based on the roadmap mentioned above, three additional phases have been identified.
Specifically:

The third phase will focus on the implementation of a sub-set of features resulting from the
Architecture Vision. The main objective of this phase is to ensure the generality of the platform
and the removal of any architectural dependencies with e-Procurement.

The fourth phase will focus on those features of the Architecture Vision roadmap that aim at
enhancing the reliability and security of the platform.

The fifth phase will focus on the remaining features of the Architecture Vision roadmap, with
the objective of integrating e-TrustEx with existing Commission systems for time stamping and
storage of documents.

Like for Phase 1 and Phase 2 the implementation of new functionalities will be accompanied
and validated by their use in the context of concrete business cases (pilots as described in the
table below).

Some cases of cross-border information exchange have already been selected to be piloted or
to serve as information source for an all-around Architecture Vision of the e-TrustEx platform.
The "pilots" are chosen on the basis of:

A the significance of their functional and not functional requirements (e.g.. security
requirements, complexity of the "exchange'"/"conversation”, volumes and size of the
exchanged documents etcé);

A the type of involved parties (e.g.: EU institutions, Member States administrations, etc.);

>

the coverage of additional sectors / policy areas;

A the "political" importance of the document exchange to support.

The table below shows the pilots:

Pilots Description

Exchange of E-GREFFE is a workflow application supporting the decision making
legislative related | process of the EU Commission. It enables electronic management of all
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Pilots
documents (e-
GREFFE of SG)
[Phase | pilot and
Phase 1]

‘ Description
documents adopted by the Commission. After adoption, e-GREFFE
forwards electronic copies of these legislative documents to all relevant
EU Institutions as well as to the permanent representations of the Member
States and to the national parliaments and local governments in the EU.
These documents are PDF or Word documents, accompanied by
metadata (in XML format).

The exchanges of documents are complex and are performed to fulfil
specific legal obligations. The email-centred business process is both time
consuming and inefficient. Furthermore, delivery is not guaranteed or
reliable (it cannot be used to discharge legal obligations). Other
characteristics of email further limit its usefulness (e.g., the consequences
of passing unencrypted data over public networks, size limitations, etc.).
As a consequence, the assembly, dispatch and registered delivery of
paper documents are mandatory.

The discontinuation of email and the discontinuation of delivery of paper
documents can be achieved through replacing the process by a solution
taking full advantage of the possibilities offered by modern IT systems.
Particularly, e-notification will bring significant added value to the e-
GREFFE stakeholders.

Exchange of
competition cases
related
documents
(EDMA of DG
COMP)

[Phase | - Il pilot,
Phase Il - IV
enhancements,
Phase V
operation]

EDMA - Document Management System of DG COMP. Currently DG
COMP systems exchange information and documents with various
external entities (national competition authorities and ministries of EU
Member States, enterprises and others). The documents are exchanged
in electronic format via e-mail or by post. A significant amount of
documents is transferred by physical means like CDs, DVDs, faxes, pen
drives, etc. Due to the security constraints the documents must be
encrypted or electronically signed in some cases and delivered either
personally or through special delivery.

The email-centred business process has the same problems and
limitations as described for the e-GREFFE pilot above. In these conditions
the business processes cannot be integrated in a reliable and secure way,
human intervention is required in almost all cases and interoperation with
other IT services is not always possible.

The exchange via encrypted email also overloads the Commission e-mail
server, does not fulfil equal treatment to all 3rd parties and many external
entities would not accept encrypted attachments due to corporate policies
(scan the e-mails against viruses).

Exchange of
legislative related
documents

The adoption of the Lisbon Treaty introduced an even greater involvement
of national parliaments in the legislative process. National parliaments
now have greater opportunities to be involved in the work of the EU. In
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Pilots

(A.S.A.P. of SG)

[Phase llI, IV pilot]

‘ Description
this context, A.S.A.P. (Application de Suivi des Avis des Parliaments
nationaux) is an application developed and operated by the Secretariat
General that allows the management and the collection of National
Parliaments advices on the legislative proposals of the European
Commission. These legislative proposals are originated by the e-Greffe
application, therefore the inclusion of A.SA.P. In the pilots is the natural
extension of the e-Greffe support since it would introduce a fully bi-
directional exchange.

The solution currently used by A.S.A.P. to receive advices from National
Parliaments is the e-mail. A.S.A.P. would benefit from the integration with
the Trusted Exchange Platform by replacing the existing e-mail document
transfer in a secured and trusted way and by allowing an automated
treatment of structured data.

The National Parliaments may choose to send their advices through the
GUI of the platform or, alternatively, using their own system through
seamless integration.

Exchange of state
aid related
documents
(GENIS'T State
Aid Notification
Services 1 of DG
COMP)

[Phase IV pilot]

The ISA action 1.11 "Interoperable and Generic Notification Services"
(GENIS) by DG COMP aims at modernising and / or setting-up common
services to support, in a generic and interoperable way, the State Aid
notification processes (bi-directional data transmissions between
Commission services and Member States Ministries). This action involves
also Directorates General MARE and AGRI.

GENIS would benefit from the integration with the Trusted Exchange
Platform to ensure trust and data privacy, support of structured
information exchange (several different "forms" are to be supported) and
definition of message choreographies.

In principle National Ministries will send their State Aid notifications using
their own system connected to the platform. Alternatively, the use of the
GUI of the platform might be evaluated to exchange the messages.

Exchange of
electronic claims
in the justice
domain

(e-Justice Portal
of DG Justice)

[Phase Il pilot]

DG Justice and DIGIT agreed to conduct an initiative to use e-TrustEx to
support the electronic process of submitting a subset of claim types
(European Payment Order i EPO i and Small Claims). These claims will
be submitted by European citizens, through the e-Justice Portal, and
transferred to systems in Member States via the e-Codex network.
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Pilots ‘ Description

Exchange of
legislative
documents for
publication by the
OP

(OP systems)

[Phase Il and IV
pilots]

The Publications Office and DIGIT agreed to conduct an initiative to use e-
TrustEx to secure the transmission of documents exchanged by the
Publications Office with its stakeholders (Secretariat General, Court of
Justice, Council and European Agencies) for the secure transmission of
electronic documents.

Exchange of
legislative related
documents

(SG systems)

[Phase Il and IV
pilots]

Secretariat General is evaluating the adoption of eTrustEx in the context
of various exchange workflows with other EU and National bodies. On-
going contacts are about the re-use in the context of the IPEX system
(InterParliamentary EU information eXchange: platform for the mutual
exchange of information between the national Parliaments and the
European Parliament concerning issues related to the European Union,
especially in light of the provisions of the Treaty of Lisbon)

Exchanges in the
context of the
Internal Market
Directives

(IMI of DG
MARKT)

[Phase IV pilots]

As mentioned in the "IMI" expansion strategy document, eTrustEx has
been indicated as complementary to the IMI system. In fact IMI currently
supports the exchange of data and information between end-users. In
addition to these features, eTrustEx could provide Member States with the
possibility to exchange information securely between existing systems and
IMI.

Exchange of
information about
companies and
their foreign
branches.

(BRIS of DG
MARKT)

[Phase V pilot]

The Directive 2012/17/EU of the European Parliament and of the Council
requires the establishment of a system of interconnection of business
registers comprising:

T The Member Statesd Business Re

1 A European Central Platform and

I The e-Justice Portal, serving as European Electronic Access
Point.
This system has been named the Business Registers Interconnection
System.

The e-TrustEx platform may be a potential solution for the Member States
to exchange information about companies and their foreign branches.

In the context of the completion of the Architecture Vision, a humber of contacts with Member
States and DGs took place:

Contact with Member States
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1 PEC (by the French Direction Général pour la Modernisation de I'Etat): The PEC
implements solutions for secured dematerialised exchanges within the French
administration. The exchange module is currently partially operational and its
usefulness in the exchanges within the French administration is recognised (e.g.: costs
and time savings for exchange of supporting documents, reliability and traceability).

1 Malta (M.I.T.A.): Contacts with representatives of the MALTA INFORMATION
TECHNOLOGY AGENCY took place to understand requirements that can contribute to
the definition of the Architecture Vision of the exchange platform.

1 EESSI of DG EMPL (Exchange of social security related documents): The infrastructure
put in place in the EESSI context is meant to address cross-border communication of
structured information and interoperability of information systems. Several completely
independent sectors (even though all related to social security) are covered by the
current system (Sickness, Accidents at work and Occupational Diseases, Pensions,
Unemployment Benefits and Family Benefits).

1 National parliaments (Austrian Bundesrat, German Bundesrat, Netherlands Senate and
Czech Republic senate) and permanent representations of the MSs (Hungary and
Portugal): The Secretariat-General of the European Commission has invited the
Permanent Representations and National Parliaments of the Member States to
participate in the pilot phase of the e-TrusteEx / e-Greffe implementation. Public
authorities receiving inter-institutional proposals can be connected to the platform and
use the system-to-system connection via web services, or use the web access of e-
TrustEx in case they do not have an own back-office system. Since August 2013, all
participants mentioned above are receiving production documents issued by the
Commission via the e-TrustEx web application, in parallel to the traditional emalil
sending workflow that has been in place for some time. The German Bundesrat and the
Danish Parliament have also requested technical documentation from DIGIT to allow
them to implement a web service connection with the Commission (potentially using the
e-TrustEx adapter)

CIP Pilots

e-TrustEx will re-use/ “integrate with" the building blocks when coming from the CIP Large Scale
Pilots. In this context, the Pan-European e-Delivery interface(s) used by the LSPs will be of
great value and importance. This is the example of the e-Justice pilot where e-TrustEx is
integrating with the e-Codex building blocks (connector/gateway).

Various DGs of the European Commission

The project team is in contact with several DGs such as SG, MARE, MOVE, JUST, REGIO,
MARKT, CONNECT, ECFIN etc.) and projects of the European Commission to understand their
needs and existing solutions for trusted information exchange. Questionnaires have been
collected and analysed.

Information has been exchanged with TAXUD which develops some major systems
implementing data exchanges with Member States. Opportunities for collaboration are being
investigated in the context of the project COPIES.
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Contacts are on-going in the context of the C.I.S.E. (Common Information Sharing Environment)
project for the surveillance of the EU maritime domain led by MARE.

DETAILS ON THE ACTION PHASES:

The various phases of this action will be realized in three sub-phases: inception, execution and
operational sub-phase. The activities involved in each execution sub-phase will contribute
towards the development of further functionality in order to support the objectives of the phase,
whereas the activities for the operational parts will contribute towards providing the necessary
support and roll-out, and cooperation with MS and policy DGs in order to facilitate their adoption
of the tool. In order to encourage the stakeholders to move from awareness to action, DIGIT.B4
will define and execute an adoption plan, leveraging its own experiences to facilitate user
adoption and provide advice to public administrations.

Phase 1 - The activities are grouped into 2 Work Packages (WPs).

Identified objectives

Bundle Management;

Web GUI for Inbox consultation;

Technical Acknowledgement;

Secure Transmission Channel;
Administration Console for the Exchange
Platform (scripts based);

Possibility for a back-end external to the
Commission to check its associated inbox
(provision of "adaptor" with  polling
functionalities).

Services and features necessary to support
the requirements identified for the e-
GREFFE pilot, analysis and development
of the common services, components and
metadata

> D> > >

Services and features necessary to support
the requirements identified for the EDMA
pilot and the type of exchanges with DG
COMPO6s external corr

Extended Bundle Management (up to 500
files in a Bundle);

Transmission / reception of large files (up to
100 Mbytes);

GUI for Inbox consultation/download/upload
of large files (up to 100 Mbytes);

Secure Transmission Channel;
Administration scripts for the Exchange
Platform (User configuration);

Multilingual GUI;

Outbox consultation at GUI level.

D> > > > > D

Phase 2 - The activities can be seen as grouped into 4 Work Packages (WPs).

Identified objectives

Architectural Vision and Roadmap A Finalised Architecture Vision and;
A Finalised Architecture Roadmap;
A Analysis of convergence with similar A Input for updated proposal of ISA Work
initiatives in Member States and Programme (description of further phases
within the Commission; after Phase 2).

A Discussion with MS in ISA WG
Trusted Information Exchange;
Consultation of IRMs in the DGs;
Coordination with on-going activities

> >
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WP2

WP3

WP4

on convergence of transport
_infrastructure in the CIP pilots;
A Elaboration of a support and
deployment model.

Part 1 of implementation of the
Roadmap.

General Architecture enhancements A Review of Phase 1 developments, lessons
learned and change requests management;
A General Architecture enhancements A Support of advanced non-repudiation
of the e-TrustEx Platform (Part 1 of features (receipt for delivered documents,
implementation of Architecture use of eSignature);
Roadmap: high priority actions, A Enhancement of support of multi-recipients
features common to the Phase 2 exchange;
pilots). A Open Source release of the e-TrustEx
platform, to be re-used by Member States;

A Incorporation of additional "toolbox" services
(e.g.: "outbox");

A Configurability features (e.g.. to reduce
development required to support additional
structured business documents);

A Admin Console.

Services and features for the SG pilots A Support of additional exchanges
o eGreffe: eNotification (natification of
A Additional Services and features approved legislation decisions to National
necessary for the A.S.AP. and Representation with digitally signed
eGreffe pilots still as of Part 1 of receipt)
implementation of the Roadmap. o A.S.A.P.: opinions / advices sent by
National Parliaments associated to
legislation proposal previously sent by
eGreffe

A Documentation and assistance to
configuration of Open Source version to be
deployed in Member States Parliaments.

Services and features for the DG COMP | A Support of sensitive information requiring
pilots secure handling (e.g. encryption);
i A Enhanced security features with regard to
A Additional Services and features | monitoring and logging;
necessary for the DG COMP | A Enhancement of user management facilities
systems: GENIS (new pilot) and | _(part of Admin Console features);
EDMA (enhancement) still as of | A Support of bi-directional exchanges in the

context of State Aids notifications.

Phase 3 - The activities can be seen as grouped into 4 Work Packages (WPs).

Identified Objectives

\WJ=k8 Architectural Roadmap Implementation i Part 2

A Enhancements of the generality of the
platform

A

A Admin console  for users/parties
management

A Removal of dependencies with the e-
Procurement and other domains

A Support of run-time configuration of
interchange agreements

A Support of flexible validation of the
exchanged information based on
configuration

A Submission of a generic XML document

A Enhance usability of services through the
creation of proxies

A Ensure compatibility of the e-TrustEx GUI

with open source standards
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A Web Application for the consultation of
the outbox

A Support run-time configurability of store-
and-forward integration pattern

A Definition of a common structure for
logging

A Logging of predefined events on the e-
TrustEx platform

A Enhance Internationalisation of the e-
TrustEx GUI (e-TrustEx GUI applet to
support multiple languages)

A Customization and configurability of the e-
TrustEx GUI

A Support run-time  configuration  of
retention policies

A Adaptation of the e-TrustEx GUI/Adapter
to support the new e-TrustEx interfaces

A Enhancement of the  e-TrustEx
GUI/Adapter point-to-point solution for
integrity (use of the WS-Security

_standards)

A Enhancement of the e-TrustEx
GUI/Adapter end-to-end solution for

encryption (encryption at adapter level)

\WJ=2A| Architectural enhancement to support cross-

WP3

border exchange of documents.

Integration of e-TrustEx with the eDelivery
building blocks.

Improvement of the efficiency of the EDMA
pilot, to better fulfi DG COMP's needs.
(Inception)

Analysis of the impacts on the architecture for
the improvement of metadata management,
user friendliness/efficiency, and multicasting.

=X Services and features for the A.S.A.P pilot.

(Inception)

Analysis of the needs of the Secretariat
General for the exchange of information about
legislative proposals and advice with National
Parliaments.

Phase 4 - The activities can be seen as grouped into 4 Work Packages (WPSs):

3

A Enhancements of reliability and
_ scalability of the platform.

A

A

Architectural Roadmap Implementation 7 Part

Deadline management
Secure Storage
Ensure reliability of delivery
Collection and aggregation of
(automation of the aggregation)
Generation of alerts (automation of alerts
generation)

Admin console for monitoring

Admin console for the generation and
consultation of statistical reports

Admin console for traceability of the
exchanged documents

Clustering and scalability

Ensure non-repudiation of submission
and delivery of the exchanged
information

Enhance Support of encryption of binary
files (to support new security level)

3> I >

logs

> >> >

> >

>

A Enhancement of  system-to-system
_ integrity
A Support of digital signature  for
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exchanged information through the use
of external systems

Services and features for the IMI pilot.

The e-TrustEx platform will be used by
Member States to exchange information
securely between existing systems and IMI.

Improvement of the efficiency of the EDMA

Implementation of generic features for:

(Execution + Operation)

pilot, to better fulfi DG COMP's needs. | A Enhancement of metadata management
(Execution) A Enhancement of user friendliness and
efficiency of the e-TrustEx GUI
A Implementation of multicasting
functionalities
Services and features for the A.S.A.P pilot Enable communication between the

Secretariat General and National Parliaments

(Inception + Execution)

for the exchange of information about
legislative proposals and advice.
Services and features for the GENIS pilot Enable communication between National

Ministries to send their State Aid notifications
either using their own system connected
directly to the e-TrustEx platform, or by using
the generic e-TrustEx GUI. During the
inception phase the following tasks will be
carried out:

1  Gathering of requirements

1 Assessment of the impact on the
current architecture

During the execution phase the following
activities will be carried out:

1 Adaptation of the e-TrustEx services
in accordance with the gathered
requirements

Roll-out in production

Phase-5: The activities of this phase are contained into a single Work Package (WP):

\WJ=k Architectural Roadmap

Implementation i Part 4

Identified objectives

Business notification

Support of message exchange priority

Support of interfaces with external storage systems
Support of interfaces with external systems for time
stamping

Support of multicasting

Implementation for the exchange of large XML
documents

3> I 3>

A
A

Services and features for the BRIS
pilot.

The e-TrustEx may potentially be used by Member
States to exchange information about companies and
their foreign branches in the context of the BRIS project.

Improvement of the efficiency of the
EDMA pilot, to better fulfil DG COMP's
needs.

(Operation)

Roll-out and fine tuning of the EDMA pilot in production

Similar to Phase 1 and 2, the implementation and the test of new features in Phase 3, 4 and 5
will be done in parallel to the execution of pilots to prove of the validity of the architecture in

real/concrete situations.
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ISA has defined a set of KPIs to measure the maturity, effectiveness and user take-up of the
platform. These KPIs can be found in the ISA web-site.

Methodology:
The project teams will use the RUP@EC methodology for software development, PM2 for
project management and ITIL for service management.
The key point of the chosen approach consists in:
1. incremental development which progressively makes available the support of complex
interactions and exchange of additional business documents;
2. re-use of best practices and existing implementation as well as the reference to existing
standards that have been developed already.

1.8.9 COSTS AND MILESTONES

1.8.9.1 Breakdown of anticipated costs and related milestones

ipti Anticipated  Budget line
Dgscnp'uon of p. J Start date End date
milestones reached or = allocations |5/ others
. (QXIYYYY)  (QX/YYYY)

to be reached (KEUR) (specify)
Phase 1 - Project Charter 300 | ISA Q2/2010 Q4/2010
Inception
Phase 1 - Development for e- 1.200 | ISA Q4/2010 Q3/2011

Execution GREFFE pilot and
generic common
services

Development for

EDMA pilot
Phase 1 - Phase 1 0| ISA Q1/2011 Q4/2011
Operational
Phase 2 - Update of Project 200 | ISA Q1/2011 Q2/2011
Inception Charter + Executive

Architectural Vision

and Roadmap
Phase 2 - e-TrustEx available in 1.200 | ISA Q3/2011 Q4/2012
Execution Open Source

Architecture Roadmap
Implementation i Part
1

Phase 2 pilots

Phase 2 - Execution
report
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Description of
milestones reached or
to be reached

Anticipated
allocations

(KEUR)

Budget line

ISA/ others
(specify)

Start date
(QX/YYYY)

End date
(QX/IYYYY)

Phase 2 - Roll-out to Operations 0|ISA Q1/2012 Q4/2012
Operational | (incremental roll-outs)
Phase 3 - Update of Project 150 | ISA Q2/2012 Q2/2012
Inception Charter
Phase 3 - Roadmap 1.550 | ISA Q3/2012 Q4/2013
Execution implementation 7 part

2
Phase 3 - Cooperation with and Q4/2013 Q3/2014
Operational | adoption by MS
Phase 4 - Update of Project 100 | ISA Q2/2013 Q4/2013
Inception Charter
Phase 4 - Roadmap 1.650 | ISA Q4/2013 Q4/2014
Execution implementation 7 part

3

Improvement of the

efficiency of the EDMA

pilot (Execution).
Phase 4 - Cooperation with and 150 Q3/2014 Q2/2015
Operational | adoption by MS
Phase 5 - Roadmap 1.260 Q1/2015 Q4/2015
Execution implementation i part

4

Improvement of the

efficiency of the EDMA

pilot (Operation).
Phase 5 - Operation phase 5 150 | ISA Q2/2015 Q1/2016
Operational

Total 7.910

1.8.9.2 Breakdown of ISA funding per budget year

Anticipated allocations
(in KEUR)

Executed budget (in
KEUR)

Budget Year

2010 300

1.200

300
1.200

Phase 1 - Inception

Phase 1 - Execution
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Budget Year Phase A'\nticipated allocations Executed budget (in
(in KEUR) KEUR)
2011 Phase 2 - Inception 200 200
Phase 2 - Execution 400 407
2012 Phase 21 Execution 800 821
Phase 371 Inception 150 150
Phase 31 Execution 400 420
2013 Phase 31 Execution 1.150
Phase 31 Operational
Phase 41 Inception 100
Phase 41 Execution 200
2014 Phase 41 Execution 1.450
Phase 41 Operational 150
2015 Phase 51 Execution 1.260
Phase 51 Operational 150
1.8.10 ANNEX AND REFERENCES
Description Reference link Altached
document
Project Charter Available on
approved by request
Restricted DIGIT
Management
Meeting of
10/06/2011
IMI expansion http://ec.europa.eu/internal _market/imi-
Strategy net/docs/strateqy paper_en.pdf
Presentations to TIE Available on
WG of 22/06/2011 request
(Charter + Executive
Architecture Vision)
Conclusions from Available on
TIE WG of request
22/06/2011
Digital Agenda http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2
010:0245:FIN:EN:PDF
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1.9 SUPPORTING TOOLS FOR TSL AND E-SIGNATURE
CREATION/VERIFICATION

1.9.1 CONTEXT

1.9.1.1 Identification of the action

Type of Action Project

Type of Activity Reusable generic tools
Service in charge DG MARKT
DG DIGIT.B2; DG DIGIT A3; DG CONNECT/elDAS Task

Associated Services

Force

1.9.2 OBJECTIVES

The objective of the action is to allow Member States to render their public e-services more
efficient and to pool resources by providing them with generic tools which would ensure
interoperability for one of the key-enablers, i.e. e-signatures and allow for their automated
creation and verification based on trusted lists as established under Decision 2009/767/EC, as
amended by Commission Decision 2010/425/EU. Namely, the tools would allow Member States
to:

1. Establish their trusted lists, and check their conformity with Decision 2009/767/EC (and
its updates) and to generate a conformant human readable form in PDF of their trusted
lists. It is important to ensure a coherent and consistent implementation of Member
States of trusted lists in practice as these would be the basis for information on and
trust in e-signatures originating from other Member States;

2. Create and verify advanced e-signatures on the basis of the trusted lists. The tool would
also take into account the common advanced e-signature reference format for cross-
border use with e-Documents which would require additional efforts from Member
States if they were to do it individually. Making this tool available would facilitate in
practice convergence towards the use of an interoperable formats of e-signatures by
Member States' public administrations.

1.9.3 SCOPE

The proposed action would be of a horizontal nature in support of Single Market. It would cover
the creation at EU level of common shared solutions for the establishment and maintenance of
trusted lists (TLs) in accordance with Decision 2009/767 and for the creation and TSL based
verification of advanced e-signatures in accordance with possible advanced e-signature
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reference formats currently under discussion with MS in the framework of the Services
Directive.

Even though Decision 2009/767/EC is limited to the implementation of the Services Directive,
the Trusted Lists defined therein have the potential of becoming the de-facto standard when
verifying qualified electronic signatures cross-border. This makes the proposed action a vehicle
for facilitating also the take up of the Signature Directive 1999/903/EC in general.

The action would fall in the priority area of trusted information exchange in the EIS as it would
support EU efforts on improving the interoperability of public key infrastructures, i.e. e-
signatures.

The open and re-usable solution would allow a consistent and correct implementation of the
trusted lists as well as facilitate the creation and verification of e-signatures used with
documents and thereby enhance trust in and interoperability of the cross-border exchange of
electronically signed documents.

1.9.4 PROBLEM/OPPORTUNITY STATEMENT

Under Decision 2009/767/EC Member States have to establish, maintain and publish in a
secure manner trusted lists of certification service providers issuing qualified certificates to the
public. This information has to be continuously updated in order to guarantee the reliability of
the data used for the validation of e-signatures, in particular those coming from other Member
States. As changes can be made to the Decision 2009/767/EC when necessary due to further
technological developments, there is a need to ensure quick and consistent modifications in the
national trusted lists and in the EC compiled list which in its turn would be facilitated via the use
of a generic tool available for all parties relying on e-signatures.

First experiences with the trusted lists as implemented under Decision 2009/767/EC have
shown that some deficiencies exist. These deficiencies are due to different technical
interpretations of the Trust Lists, but also due to difficulties getting test certificates from other
Member States and the fact that some certification service providers do not follow standards.
This hinders the automatic processing of user certificates and creating the path to the Trusted
List entries. It is therefore necessary to speed up convergence of trusted list implementations
and thus facilitate the implementation of the Decision by the Member States by:

1. Collecting experiences in implementing the Decision;

2. Identifying misinterpretations in Trusted Lists provided by the Member States;

3. Establishing a set of test certificates to verify implementations;

4. Identifying where the noncompliance with certificate standards causes problems.

Linked to the cross-border use of e-signatures, there is a need to allow and enhance the use by
public authorities of e-signatures with documents and also allow for an automated processing of
the information contained in the trusted lists. The signature creation and verification tool would
take into account the discussions that are currently on-going with Member States on the
reference format(s) for advanced e-signatures used with eDocuments in cross-border cases.
Developing and testing such tools by each Member State could be time and resources
consuming (as they do not yet exist even if a couple of Member States are starting to develop
these). Therefore it would be justified to provide Member States with a common generic
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creation and verification tool as well as testing facilities (at a central level) which could ensure
an efficient automated use of the trusted lists across EU, enhance cross-border use of
electronically signed documents and create added value for public administrations relying on e-

signatures.

1.9.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries

Anticipated benefits

Public service
developers in
Member States

1. Enhance trust in and interoperability of e-signatures used at cross-
border level for the completion of electronic public services through the
use of a common solution shared by public administrations and,

2. Facilitate the governance of their trusted lists.

Saving resources and increasing efficiency of provided e-services and
compliance with EU legislation, including via a proper implementation
of trusted lists.

3. Faster take up of e-signature solutions at the point of single
contacts (PSC).

CSPs

Identification of problems with their practices allowing them to correct
these.

Businesses and
citizens

As verification will be more easily possible, trust and confidence and
by this take-up of e-signatures will arise.

1.9.6 RELATED EU ACTIONS / POLICIES

Action / Policy

Description of relation

Services Directive,
Actions related to e-
signatures, E-

The Action provides tools for facilitating the compliance for Member
States with their legal obligations under the Services Directive and
beyond, for e-government and cross-border use of e-signatures in

Government general.
ISA Action 1.7 7 ePrior will use the tool developed by ISA Action 1.9 for the signing of
ePRIOR the economic operator in the pre-ward phase and for the signature

receipt of the competent authority.

ISA Action 4.1.1 71
Communication

Development of a communication concept and implementation of
specific actions to increase the knowledge about and use of the tools

activity developed by the ISA Action 1.9.
DG CONNECT eCODEX will use the tool developed by the ISA Action 1.9 for the
eCODEX pilots at the eJustice portal.
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1.9.7 ORGANISATIONAL APPROACH

1.9.7.1 Expected stakeholders and their representatives

Stakeholders Representatives
Member States' Member States Administrations
public

administrations

1.9.7.2 Communication plan

Frequency of meetings / absolute dates
of meetings?

Representatives

Workshops, Member States, Industry 4-5 times per year
expert groups,
conferences on
Services
Directive and e-
signatures

1.9.7.3 Governance approach

The open source software for Trusted Lists and e-signature creation and validation is uploaded
in Joinup and assistance (regarding implementation) is provided by the developer to Member
States using the software until end 2012. The software will also be submitted to ETSI Plugtests
and possible improvements will be made following Member States comments or needs and
possible bugs detected during the testing.

1.9.8 TECHNICAL APPROACH

In order to allow Member States to establish and check the conformity of their trusted lists with
the Decision 2009/767/EC and to generate the human readable form of the lists, some practical
tools were made available by ETSI under a contract with the Commission. After the expiry of the
contract (end 2012), there was a need to continue making these tools available to Member
States. The most optimal solution in the short term has been to continue using ETSI services for
hosting and updating the Conformance Checker especially in view of the possible changes to
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the underlying standard by ETSI which would need to be implemented in the conformance
checker.

In order to detect and deal with deficiencies in the actual implementation of trusted lists, a
detailed analysis is needed of Member States' implementations of Trusted Lists that should be
carried out at regular intervals to ensure their continuous compliance. This input has and will be
used to organise workshops with the Trusted List implementers to give an update on the state
of play of TLs, share some best practices and to identify possible problems as well as
recommendations for further changes in Decision 2009/767/EC and the relevant ETSI technical
specifications.

An e-signature creation and verification tool relying on the trusted lists and implementing the
common reference format for advanced e-signatures has been developed at EU level and made
available for Member States to be used nationally. Some initial assistance for implementers at
national level is necessary to integrate the tool into their e-Government systems. Some further
improvements have been made to the software, notably to provide additional guidance and
flexibility for implementers, and to create an end user validation report. Some additional
adjustments may be required with some experience of use over time, and to take into account
the latest versions of relevant ETSI standards. The software is made available in Joinup. Some
role needs to be kept by the COM or its outsourced contractor to manage the open source
community after the software is no more directly enhanced by the Commission but by the
community members,

In order to allow the Commission to sign the EC compiled list, support for signing and
verification will be integrated into the Electronic Signature Service Infrastructure of the
Commission to allow the use of various certificates.

1.9.9 COSTS AND MILESTONES

1.9.9.1 Breakdown of anticipated costs and related milestones

Phase:

Description of Anticipated Budget line

Inception ; ' Start date End date
milestones reached or ~ Allocations |5/ others

Execution XIYYYY XIYYYY
HECHE to be reached (KEUR) (specify) Q ) @ )

Operational

Execution Delivery of generic tools 100 | ISA Q4/2010 Q3/2012
in support of trusted
lists management,
including maintenance.
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Phase:
Inception

Execution

Operational

Execution

Description of
milestones reached or
to be reached

Delivery of the generic
tool for e-signature
creation and verification
based on a possible
common reference
format for advanced
electronic signatures;
testing of the tools.

Anticipated Budget line

Allocations  |sa/ others
(KEUR) (specify)

500 | ISA

Start date
(QX/YYYY)

Q4/2010

End date

(QXIYYYY)

Q3/2011

Execution

Delivery and initial
assistance to Member
States for the
installation of the e-
signature creation and
verification tool.

100 | ISA

Q3/2011

Q3/2012

Execution

a) TSL quick desk
research report and
study on MS outreach &
report;

b) Workshop and its
report.

80 | ISA

Q2/2011

Q1/2012

Execution

a) unsolicited sample
certificate repository
and its governance
process

definition;

b) standardization and
establishment of a
solicited sample
certificate repository.

90 | ISA

Q2/2011

Q1/2012

Execution

Final Study & Report

40 | ISA

Q3/2011

Q1/2012

Execution

Update of the generic
tool for e-signature
creation and verification
based on a possible
common reference
format for advanced
electronic signatures;
testing of the tools.

300 | ISA

Q2/2012

Q1/2013
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Phase:
Inception

Execution

Operational

Execution

Description of
milestones reached or
to be reached

Maintenance and
update of the generic
tools in support of
trusted lists
management, to
incorporate changes in
underlying standard and
Commission Decision
2009/767/EC.

Anticipated
Allocations

(KEUR)

100

Budget line
ISA/ others
(specify)

ISA

Start date
(QX/YYYY)

Q2/2013

End date
(QX/YYYY)

Q2/2015

Execution

Enhancements to the
open source software
for e-signature creation
and verification based
on common reference
format for advanced
electronic signatures
(Decision
2011/130/EV); testing of
the tools, remote
assistance to MS.

150

ISA

Q2/2013

Q2/2014

Execution

Management of the
open source community
on Joinup for the open
source software for
trusted lists and e-
signatures.

100

ISA

Q3/2014

Q4/2015

Execution

Regular analysis of
Member States Trusted
Lists (syntactic and
semantic), possible
recommendations for
further changes.

200

ISA

Q2/2013

Q4/2015

Total

1.760
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1.9.9.2 Breakdown of ISA funding per budget year

Executed budget (in

Anticipated allocations

(in KEUR) NS
2010 Execution 600 552
2011 Execution 310 371%°
2012 Execution 300 274
2013 Execution 300
2014 Execution 250
2015 Execution

1.9.10 ANNEX AND REFERENCES

Description Reference link

Decision 2009/767/EC 0J L 274 of 20.10.2009,
setting out measures replaced by Corrigendum in
facilitating the use of OJ L 299 of 14.11.2009, OJ L
procedures by electronic | 199 of 31.07.2010

means through the
6points of s
under Directive
2006/123/EC of the
European Parliament

and of the Council on
services in the internal
market amended by
Commission Decision
2010/425/EU

Decision 2011/130/EU 0OJ L 53 of 26.02.2011
establishing minimum
requirements for the
cross-border processing
of documents signed
electronically by
competent authorities

2 An additional 70kEUR was granted to the action during the execution of the 2011 revision to undertake the following tasks: a.) List of
Trusted List signature applications/service, b.) ISA-CA PKI evaluation/integration for signing the EU List of Trusted List, c.) Support for
DG MARKT's OSS project for AAES
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Description Reference link

under Directive
2006/123/EC of the
European Parliament
and of the Council on
services in the internal
market

Action Plan on e- COM(2008) 798 final
signatures and e-
identification to facilitate
the provision of cross
border public services in
the Single Market

Directive 1999/93/EC on
a Community framework
for electronic signatures
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1.10

INTERNAL MARKET INFORMATION (IMI) SYSTEM (FUNDING RE-

INITIATED)

1.10.1 CONTEXT

1.10.1.1 Identification of the action

Type of Action Project
Type of Activity Reusable generic tools
Service in charge DG MARKT

Associated Services 2013)

DG DIGIT (as system supplier),

DG EMPL (pilot for posting of workers),

DG ECFIN (cash in transit),

DG SANCO (use for patients' rights to be launched Q4

DGT (providing machine translation)

DG JUST + DG ENTR (pending legislation under
negotiation)

DG MOVE (Certification of Train Drivers)

1.10.20OBJECTIVES

The objectives of the action are:

1.

to realise the full potential of the IMI application as a generic tool-kit for administrative
cooperation used for a wide spectrum of community policies;

to create new policy areas in the system;

to deliver generic improvements to the operational IMI application for the current users,
namely more than 7000 competent authorities in 31 EEA Member States who use the
application for four policy areas as well as for SOLVIT case handling.

IMI meets the objectives of the ISA programme as it:

A

A

facilitates the free and unimpeded movement, establishment and employment of
citizens in the Member States by enabling competent authorities to take informed
decisions quickly;

facilitates cross-border and cross-sectoral interaction between European public
administrations via a secure internet application;

is demand driven: it takes account of the needs of local and regional administrations

(currently more than 7000 authorities at local, regional and national level throughout the
EEA are using IMI to exchange information);

1.10 Internal Market Information (IMI) system (Funding re-initiated)



130

A reduces administrative burdens and costs (IMI is designed to integrate smoothly in a
typical office environment for a public administration since it requires only internet
access and a browser to be used) and allows new forms of administrative cooperation;

A s a fully multi-lingual application (all official EU languages);

A adheres to the principles of security, privacy and protection of personal data.

1.10.3 SCOPE

IMI today
IMI is a generic, customisable, administrative cooperation platform. It provides public authorities

in the 28 Member States and 3 EFTA countries with a fast and secure communication channel
for cross-border information exchange based on community legislation. IMI overcomes barriers
due to different languages and different administrative structures. The European Commission
offers IMI as a service to Member States, developing the application and hosting the computing
infrastructure.

IMI currently supports four sectors (the Directive on the Recognition of Professional
Qualifications, the Services Directive, the Cash in Transit Regulation and on a pilot basis the
Directive on Posting of Workers). Furthermore, the SOLVIT case handling workflow was
integrated in IMI at the start of 2013, reusing part of IMI functionality and generating further
synergies in the user community.

Continuing Expansion
Additional policy areas will be introduced for the e-Commerce Directive and the Directive on
cross-border health care during Q4 2013.

Further expansion of IMI is foreseen for the coming years, notably, the revised Professional
Qualifications Directive, expected to be adopted before the end of 2013, foresees the use of IMI
for a European Professional Card, for sending alerts concerning medical professionals and for
notifications about new diplomas. For the full list of current and foreseen policy areas see
1.10.6.

In December 2012 the Commission adopted an IMI Regulation which ensures a high level of
data protection and provides a flexible instrument for the expansion of IMI to other areas of
administrative cooperation.

Current scope as a project and within the EIS

This action addresses the "trusted information exchange" priority area from the European
Interoperability Strategy (EIS). The scope of the action covers improvements to the services
currently offered by IMI and the further development of IMI towards the goal of providing a
complete administrative cooperation tool-kit.
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1.10.4 PROBLEM/OPPORTUNITY STATEMENT

IMI is a flexible administrative cooperation platform, supporting European public administrations
that need to exchange information in order to facilitate the free and unimpeded movement,
establishment and employment of citizens throughout the Single Market.

The IMI system must be easy to use, requiring little or no training, and should enable users to
perform the widest possible range of their daily, weekly or monthly tasks in relation to EU law.
As many authorities are responsible for more than one policy area, the expansion of IMI to new
policy areas continues to generate important synergies.

Since 2010, improvements have been made to the system based on the needs of existing and
future users. Furthermore, as proposed in the IMI strategy Communication, to unlock the full
potential of IMI and meet the needs of a wider range of policy areas, IMI has been extended to
provide an administrative cooperation "tool-kit". This work has been funded by the ISA
programme and by DG MARKT as set out in 1.10.9.

However, some work remains to complete the tool-kit, namely the elaboration of the IMI front
office to facilitate administrative cooperation between competent authorities where actors not
permitted to directly access the IMI back office, need to submit requests to, and exchange
information with, public authorities as part of administrative procedures handled through IMI. A
number of existing and potential policy areas share this need including Professional
Quialifications, Cash in Transit, SOLVIT, Civil Status Documents and European Railways.

1.10.5 EXPECTED BENEFICIARIES AND ANTICIPATED BENEFITS

Beneficiaries Anticipated benefits
Citizens and IMI enables administrations to communicate faster and more
enterprises effectively across borders. The public interface will speed up this

process even further as it creates the missing link between citizens
and businesses on the one hand, and administrations on the other.
This will avoid delays and misunderstandings and enable European
citizens and enterprises to fully benefit from their rights in the single

market.
Member States' The improvements are based on experience and reflect the demands
Public of the current user community and stakeholders.
Administrations New functionality contributing to a full administrative tool-kit will

provide support for a wider range of cooperation via a single platform
and avoid system proliferation.
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Beneficiaries

Anticipated benefits

European
Commission
Services

Re-using an existing IT tool will result in important savings on human
and financial resources. The wider use of IT support for administrative
cooperation will result in better implementation of EU law.

1.10.6 RELATED EU ACTIONS / POLICIES

Action / Policy

Description of relation

DG MARKT
Professional
gualifications

IMI facilitates the exchange of information concerning the
gualifications of professionals from other Member States. The use of
IMI in this area will be extended by the revised Professional

directive Qualifications Directive.

DG MARKT IMI facilitates the exchange of information concerning cross-border
Services Directive service provision.

DG MARKT IMI incorporates a case handling workflow which is used by SOLVIT

SOLVIT (complaint
handling)

centres allowing them to work together to resolve cross-border
problems raised by citizens and businesses arising from the
misapplication of EU law by public authorities.

DG EMPL

Posting of Workers
Directive

A pilot project allows employment authorities to exchange information
concerning posted workers.

Eurozone:

Cash in Transit

IMI facilitates the sharing of information concerning cash in transit
licences (issued for the transit of Euro cash across borders)

DG SANCO From Q4 2013, IMI will be used for this directive on cross-border
Patient Rights health care, to exchange information about health professionals' right
Directive to practice.

DG MARKT From Q4 2013, IMI will be used to exchange information about
e-Commerce measures that have or will be taken concerning ISS providers.
Directive

DG MARKT A new directive on public procurement foresees the use of IMI for

Public Procurement

exchanging information such as the authenticity of documents.

DG MOVE

Certification of Train
Drivers

An implementing act is being prepared to launch a pilot allowing
national safety authorities to exchange information concerning train
driving licences.
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Action / Policy Description of relation

DG JUST The use of IMI is foreseen to support a regulation under negotiation to
Civil Status simplify the acceptance of certain public documents.

Documents

DG ENTR The use of IMI is foreseen to support the proposed Directive on the
Cultural Goods return of unlawfully removed cultural goods.

ISA Action 1.8 7 The eTrustEx platform provides the secure transfer of SOLVIT

Trusted Information | complaint forms from the IMI front end to the IMI back-office.
Exchange Platform

ISA Action 1.14 1 SOLVIT has been integrated as a case solving workflow within IMI.
Cross Sector Solvit

ISA Action 2.81 MT@EC provides on-request machine translation services to IMI since
Machine Translation | May 2012. The translation service is based on the use of prototype
Service by the engines.

European
Commission

1.10.7 ORGANISATIONAL APPROACH

1.10.7.1 Expected stakeholders and their representatives

Stakeholders Representatives
Member States IMI working group of the Internal Market Advisory Committee
(IMAC)

An IMI Committee assists the Commission in establishing
implementing acts concerning how new legal areas and new
procedures are introduced in IMI.

Expert Groups and Committees representing the policy areas
listed in 10.1.6

Public Administrations/ EU MS Administration - National IMI Coordinators

Competent Authorities; | Ey MS Administration i Delegated IMI Coordinators
end users
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Stakeholders Representatives

EU Commission DG MARKT (System Owner, multiple service usage)
DIGIT (DIGIT B4 as system supplier)
DGT (as translation supplier)

DG EMPL (pilot service usage)
DG ECFIN (service usage)

DG SANCO (future service usage)

DG JUST (future services usage)

DG ENTR (future service usage)

DG MOVE (Certification of train drivers)

1.10.7.2 Communication plan

Frequency of meetings / absolute dates

Representatives oF TR
Annual Report | All Annual
Conferences All Annual or every second year
IMAC/IMI IMI working group of the Internal | Quarterly
Working group | Market Advisory Committee
meetings (IMAC) / EU MS Administration -

National IMI Coordinator

Representatives of EU policy
areas are invited to present
progress and discuss foreseen

activities.
Coordinator EU MS Administration - National | As required (2 or 3 per year)
training IMI Coordinators and

Delegated IMI Coordinators

Cluster training | EU  MS  Administration 7 | As required (approximately 10 per year)
And support for | Competent Authorities
local

awareness and
training events
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1.10.7.3 Governance approach

The existing steering committee, chaired by DG MARKT, continues to guide the project. The
committee will be expanded to include representatives for other policy areas when they decide
to use IMI.

The committee:

A Decides on the project charter;
A Establishes a long term technical strategy for the IMI system;
A Takes decisions in line with the strategy;

A Sets priorities for further developments and improvements to the system based on the
strategy and the requirements and priorities expressed by Member State stakeholders;

A Supervises timely delivery and quality of new developments delivered by the system
developer.

DG MARKT has established a dedicated unit responsible for the on-going development and
operation of IMI, the liaison with MS stakeholders and further IMI policy development. This team
produces the functional specifications for the system, ensuring that the features developed meet
the stakeholders' expectations. The unit carries out quality assurance on behalf of the user
community and provides a help desk facility for Member States. It is also responsible for
developing training material, for system data administration and for managing the language
aspects of the application.

As new areas continue to be introduced in IMI and the stakeholder and user communities are
expanding there is a need to revise the governance structure to support IMI as a service
supporting EU policies. The first steps towards defining a new model for IMI Governance are
being taken. A paper, most likely an IMI Governance Communication, will be prepared which
will cover all Governance aspects including the composition of a Steering Committee and a
method to distribute costs.

1.10.8 TECHNICAL APPROACH

IMI is a web-based application accessible via standard browsers, imposing no specific hardware
or software requirements on clients. It has a classical multi-tier architecture, with an interface to
MT@EC for machine translation, and already uses e-TrustEx to transfer SOLVIT cases from a
simple IMI front end.

Inception Phase
Since the IMI tool is already provided as a service that was set up and developed to serve

multiple policy areas, further developments do not typically require a feasibility study. Instead,
the project charter is refined once the various elements for further development and
improvement have been determined, and the business requirements for each of these elements
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have been elaborated. An estimate of time and costs for each of the elements are determined
by the system developer. On this basis the steering committee defines the development
iterations based on the priorities it has determined and the anticipated costs and timing provided
by the system developer.

Execution Phase

The execution phase of the project is carried out in a number of iterations as defined in the
project charter. This ensures that development can be handled in manageable work packages
and that there will be a regular schedule of deliverables for end-users. The timing and content of
the next iterations concerning ISA supported activities will be defined in a revised project charter
to be delivered in Q1 2014.

Operational phase

Operation of the service has already started and therefore the operational phase runs in parallel
with the execution phase for new developments. Since Q2 2013, operational costs have been
borne by DG MARKT.

The activities and deliverables described in this proposal are divided into phases. An initial
project charter was produced which is revised and extended for each phase.

Phase 1 (ISA Work programme 2010) addressed improvements to IMI in response to user
demand including improvements to:

A Search for a Competent Authority;

A Split, link and copy information requests;

A Identity and access management;

A Question set generator;

A Multilingual system management;

A Provision of IMI covered application maintenance and support of the IMI system

(including online application help and selection and implementation of an automated
testing tool).

Phase 2 (ISA Work programme 2011) mainly addressed improvements to support the extension
of IMI to new sectors.
Execution covered the following:

A Analysis of requirements for common components of the administrative cooperation
"tool-kit" and recommendations for solutions, including possible integration of tools
already available within the Commission;

Technical analysis of work required to develop a common workflow engine ;
Technical analysis of work required to develop a dynamic screen engine;

Investigation of ECAS to replace IMI proprietary authentication method;

> > > >

Begin implementation of "Google-like" text search tool based on the recommendations
of the study conducted in Phase 1;

A Begin the development of the first elements of the "tool-kit".
End-user requested improvements
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>

Request management (attachments, improvements to partial reply feature);

>

Request lists (display and search, improved monitoring view);

Authority management (enhance standard email with rich text, attachments, possibility
to email all or selected users of an authority);

A Provision of IMI covered continued application maintenance and support of the IMI
system (including simplified implementation of translation module to include sorting
algorithms and on-going improvement to application user interface "look and feel").

Phase 3 (ISA Work programme 2012) addressed the development of new tools in IMI, generic
improvements of benefit to any sector and further extensibility improvements.
Execution included the following:

A Development of a new generic notification workflow with customisable features
providing flexibility to meet the needs of different policy areas and different
implementing procedures;

A A content management tool, similar to the question set generator, which can support
multiple workflows including the new noatification;

A A generic information repository, capable of storing content assets for different policy
areas;

A Work on existing tools to improve extensibility, maintainability and performance;

A Further improvements to existing functionality in response to user demand;

A Provision of IMI covers continued application maintenance and support of the IMI
system (including further improvements to the user interface).

Phase 4 (Financed by DG MARKT) addresses streamlining of authority and user management
as well as fully integrating the original information request in the tool-kit.
Execution includes:

A Extending the metadata management tool (MDMT) to support additional content types;

Integrating the information request workflow into the tool-kit and allowing linkage
between instances of different workflows;

>

Work on existing tools to improve extensibility, maintainability and performance;
Further improvements to existing functionality in response to user demand,;

A Provision of IMI covering continued application maintenance and support of the IMI
system (including further improvements to the user interface).

Phase 5 (ISA Work programme 2014) addresses elaboration of a generic Front Office allowing
external actors to exchange information with the IMI back office as part of administrative
procedures supported by IMI and foreseen in relevant legal acts.

Execution includes:

A Analysis of requirements for common components of the IMI front office and for a model
for exchanging information with the IMI back office. The results of the analysis should
include recommendations for solutions, including the reuse of tools already available
within the Commission wherever possible;

A A proof of concept or prototype of the Front Office, based on technology supporting
mobile devices.
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